KA 4 SecGate 3600 B ‘ki% 7= 715 v1.0

P18 SecGate3600 B ks

NSG3300-3620-F

A 55

Hudik: AEETTH VIR IX P B 1A 26 5 i1 S

%k : 100044

© FZGEH ERTRIRR: AL s B Y. 688561 w1



1. P2 kR

L. 1 e

FEAS B R FEHI AR, WL LA RS HOB A REA, B AR
BB B 2 A R . ARG A e, o AN A O A%
Loy TCVEAT RN R s A B e, ORI RURFIE s =R B
HREW R RE, TCVEX Mg AT O EIBT A T U0 O—day APT JOR RN EM S5 Rk
B PR AL By, IBHTARAS TI A Ml o VARREEJS, BLAE IR 22 A7 f
FOBAE AL AL A BRI N ZE 1R A B T RIBUM o T TN AR A 22
Ly, BATAREHEINEN R, e iR

1. 2 P2 e A ISR
F* 8 2 A [ ## SecGate 3600 [ KkiF R4 v3.6.6.0
FREE NSG3300-3620-F
M IR 1+1 R TUAR B IR
W] 1+1 U4 X5
A M. BRI X FRAERK
EN=—EEmELE 10Gbps
WA TCP R # K (5) 5M
HIETCP EEEH (B 100K
[Psec L& 3Gbps
IPsec [ # 4000
M3 0 ANTRAEE . AT RAEE, 16 AT ke,
CPU #Z %k 8
W 16GB
1000Base~TX # & SRR B
© wr A s W SR faiRR: A s SRARID: 688561 %2




Ethernet 3% & X # MTU jumbo frame, MTU ¥ EEHB K.

%1k B 5 4 Tx24 /NEHR G

2. F= P RERIZH B

1. BERAEST Mpps): TR &RFPREALFLN 64 17 e/ MROCEUE, AN H
JiEL/#> (Mpps).

WHEHAN: B KR=n R % (bps) / ((64+20)x8))x10°

Y 64 AR & 20 FATHIMIEFR (IFG) JNAT 35, SLhaEim 4 84
TIE. HFHE (Gbps): FaSLhif AW LmMIESR, AHEEDVOTH-.

TR A k=i LR B i LR (Gbps)

NSG3300-3620-F [ 64 i mAMEA 4Gbps , FZIEFE KR ITEH AKX
(4Gbps) / ((64+20) X8)) X 10® =5.9Mpps, BFEE | ELE K EETIN 5. Mpps.

2. TEfER 4 4 106 ¥: 0 FHEHT RFC 2544 PAm&EmtEAE 1518 3k &Fm K
10Gbps, 64 FHi/IMIL FHF PPS A 5. 9Mpps, R &IEE B ML IR B 1S
MR, P s B i K

3. FEREME R 4 110G K, CPU Fi#k 95%H 45 T .
ALK/ 64 75, Rt 4Gbps, ZERF/NTF 33.221us;
KN 512 75, M 8Gbps, FERT/NT 35.750us;

£ K/ 1518 771, M 10Gbps, FERT /N 41.129us.

2. 1 FERZH P Th e

1 EBEAE: SCRFRg AR, B, Ao, IRE DL A 55 1%
BEFEEN

2. ERERRE: BRONERHT L A H L SRMS K B . SRR RIP. RIPng. OSPF.
BGP 455 FE HH

© e EtER] ERTRIRR: AL s B Y. 688561 %3 0




3. TP P SRR IPV4. TPV6 BUAR.

4. NAT: SZHEPOHEERHbE i O, G5, X2, £t
—, ZXFZ bk 5.

5. fEk¥yfr. WEET IP. ISP M. . MRS 2R kY
17, SCHF DNS Vs 1 a5, SCRERET IR 2 b1t S35 M. SCHF TPSec
VPN 1) 2 B % 25 I A7 2

6.  MZEARSS: SZHRF DHCP AR5 2% DNS 3% BHACHEL . ARP ARS8 AR 55

7. VPN: 37#F IPSec VPN, SSL VPN, L2TP. PPTP. GRE, IPSecVPN i #¥
[ %5 5090, SSL VPN 3 Windows %% 13, 22 52 P Al TOS % f1 3 DS—Lite
SCRFESN B4 AT AFTR.

8.  MBWLARL: LFEMAGME. . Wi, #ib ©e PiPss
[

9. mEAEEME: SCREXMLAAE TIRE, SCREES RIS IR N 1 “ 3457
“E-E7 B, SCRFEROERE), BEERI

10.  LLDP ZhAg: W] A &% s ey sl A B S IAATE, FEORAE & AT
B IRIUE R, I & e B AR & U S TR AME R .

. 2 FEARAL T R R Th e

Lo Uiz SCRFET TP 24t VLANL W[l 7. s X,
JIR 55 D R I ) 88 2 T 7 sBEAT V5 Il 4 1), SCRE — 2% 22 4 SRR 5T B FH 2
NPT URL 8 il Padig. W4T o0 B w2 U7 I F 4 2
B, ISP LM A PRIERT R, TUARTEME 8T, i o I T) 20 22 4 SR s 3

an)

;u#

2. AT NE¥E: IEEXFHTTP. SMTP. POP3. IMAP. FTP. TELNET #3347
AHRLEE ], IR Z BRI ST .

3. FHPINIE: SCHFEET web JC% /7 A FHAE, BAA S AD
JE5) H 3. LDAP. RADIUS HI%5 =J7\iE.

4. SCHSBE: AT 7 NI SO R4 AR = K2Rt 30
EZ LR EE T ith R

© e EtER] ERTRIRR: AL s B Y. 688561 ¥4 0



5. WRMFLUE: SCREXSHRARICA M NFEATRLE, #T RBL R4 8 K HE
TP Mkl 38 44 B A 7 2R S B 3R MR A S HF

6.  URL 9. TE 133 28 URL B5URFE, nf F3) B Lkak B 34T 8
TH, ScFF URL =&, SCRFzi URL Bl dr, SoffE 5 S URL i k.

7. WELLPE: S HTTP. FTP. POP3. SMTP. IMAP i FH B XU e
WAL RIS IE, SCRFTIUE SCRURE B K B 8 SCRURME 2R P R 7 AHEAT U
15 B E o

8. TREEL: SCHRARYE IP bk, AP RS AL B EEEE E RIS
REFUL QoS MEIEHEAT AT 588 BE, SCRF 2 R R B SR 1Y) die KT 5 R A1) A e /)i

9.  ESmHE: FERRmAEIRE, R EERZ MM, B
WAF. IPS. DDOS. RHREFZMicst, I H SR P ooiffd ek & SORpRE T8
A Bfask. bk, Bk, RS R VLAN, IRSGEE. RE
TSR RS, JEH T PAR IR SRR 1 A R SCRPRE TR R 55
MRS HEE BEDIRE . SCREZ P BT L, A FRIRHIE A A5 . U8 H B hE e
A IBUEHEERE A AU H ke Ay . AU LS FRG A . R AR R
o

10 BEAR: SCREGE A 5 SCRPRE T IR IR 4 B2 1Y TP B MAC R4
E SCRHA RO, A SCRRE R AT

11.  IP-MAC 485€: SCRPE:ET 224181 TPv4 Al IPv6 1) IP-MAC 465E, SCHF
IP-MAC #RI;  SCRFFET 22 4311 TPv4 FI TPv6 (1) TP-MAC A ZPrE SRS, A4
5E B IP-MAC 465 # i i¥) 1P Mk, °] H E L ARVFVI )ik /225 1k SCHF TP-MAC
PR, PRI 25 ST S0 58 ;. SCRelS =2 IP-MAC RN, XRS5 AT 40 5E

12, BEPPHENRNG: B HE NSRS SCRpEE T TP sk AN B = 2R 0] 53 7 it
ATHENAZ ]

13, WPEEALR: RN SATTRARMTET A4 5.

14, L NE . ORI S N R

Sepe

© e EtER] ERTRIRR: AL s B Y. 688561 505 0



2. 3 — AL BB ThRE

1. BEhEFi: RSB 2864 Flood (SYN Flood. ICMP Flood.
UDP Flood. IP Flood). &EFAH (51 tracert. IP HibbHH Lt o 4
D WP (IP #S . DHCP M4 Bk £ = 8k (Ping of Death,
Teardrop. IP #&Ti. TCP ¥ . Smurf. Fraggle. Land. Winnuke. DNS 5% .
IP 43« NTP Monlist). ICMP &4 (ZEik TCMP 3 v 2% 1kl 5 AR 0L
AR AIAIR S R IR RS, TOMP SRR S BFJE Flood (DNS
Flood. HTTP Flood. NTP Query Flood. NTP Reply Flood. SIP Flood). SYN
Cookies

2. HEBI BENTRERESIEE, B 90% A RN AR M 7,
I FR B = B AR HOR T HTTPL FTP. SMTP. POP3 A1 TMAP i S #E4T R B 25 4% o

3. ARHLBUPMEIRATIN: SCREBUME R B 3 R TF AT, B KBS B
WHER 4 FLL L,

4. NP H ARSI 7000 4 FRIE R AN AR, %5k
R SRRENIN; SCREEAA RS . b Xt EEEM. KBETT R
TG L. BRI SQL FEA L WEB i, 55 OAHMSENRIT A
B, SCHRAE RRBNAS SR .

2. 4 WAL Re B LT R

1. WAEH: R Web FLH (Http Https) M 44T AL 1H (SSH. Console.
CLI).

2. EHIAUPR: SCRREIZUEERG . RN ER ORI T L R U LA
B, SCRRE E SUE AR .

3. HEWH: FREHE, B HE, A& HE, URLIEHE.
frdug & A7 A HEFE QR b SO i AN H SN R, JESCHFRET 1P,
FPL 0, X, BAH%SZIE 90 2 Fid S5 A oRI8 2 B i S TR B A 11
A S s

4. Ui SCERERIE L TP FH P SR A AR R R ) AT 21

© e EtER] ERTRIRR: AL s B Y. 688561 %6



Bo T AR e N Ve AT Y, SO TR O LN e, Jf
FOERBI P 2 gitt o SCRF3E T M R RS LGN L R R
TEHFE BB EIHT Gt FRSCHRR B IR, HE B T A 4 U T
LR VAN i PR

5. WEFELM: SCFFTRME. MR, BT BHEE . RE5
PR .

2. 5 thFEIRHEITh 8

1 AuikED. BEP BT LS A 22 M5 R A A B R AT K
gy, R KGR R RFAE SR SRR A IR

2. RERBZ): SO SRIRRGES), B K SRR I LR E R
LORIR, ST T, RER AT AR By ko R34 . URL. BB 1P 454k
BN, XRFEICEMANTAE.

3. RERVFEHKEN: By KA SCHRE 5 R SO 4% (UDHE) B3, it
AT AT RS R AT B AR, AT AT LAAR ) AR 0 B S A

4. EWEDE). XFRHERE. RIRSHTHORE), BTN, K
HR 2347 O AT B BT T R B A B SR

5.  WRBERRTIE): Ui K S W 2B 2 e sk, Wil & 25 %
2, mPiETRFERAEAR. URL =5l = MHZ . Sk
Kol #2252 N RIEA, KR KM T2 E L2 e s, b LD
&, Iz v B G AR BEAT BRI

6. NGSOC Wkzl: #F5 NGSOC BXBl, B k3 S HF &% H & NGSOC, NGSOC
A LA kB R R AL B SR, SCREAN T ARE.

2.6 ZEIZHTIIRE

1. FELINEL: HFAE Web. CLT FHIEZLING., —4INE T A EFEL
MO,
2. KM T HE. 38 ping M. ¥ D&M . traceroute fill; SLHFEO

Sepe

© e EtER] ERTRIRR: AL s B Y. 688561 507 0



Netflow KA ERIGFEER SCRF HA BB R

3. R HE. 3CRF CLT TR L A

4. mhmisdk: CREP KRS REE Z R D B =, RS
IEYESCHE

3. HREMH

3.2 =HE = +H KB

—HR

ARGz KREZERIGE, AJULAE RN A AR B EAE, fRRTCIEHAE R
RN By i) L

T T BRIIRE, A B RO T . RA R, R R
7w F 20 12.

URL z: URL =& ZhAE, AIHRKY 784l URL /&, kAl URL F7p 267D,
PR 2 ) L

FKEXE)

AR B Kk 38T LARSCR B & 2245 24 = BB, ARAE 17 R 42 BBl
ANTRNE, LA R RO 2 15 B L S, JRRAE A AT T — 2P
BELBKT B8 TBA T AL B o 17908 LA 22 R 25 H L8 % S B4 F0 DDoS By, BAJ% APT,
0-day S5 Hrdi BT SR I H a8 3K 1 g«

Zum ] IS R EEA e A S G BN, B K3 AT LSS R
W5, SE IR AE 1 5 O B AOBR IR BRI BB Th AR

KRR EGEE): SRS RIRR GRS . B KSR R H ks B
HRIR . RPN AL 77 20 RIRTT Al B K3 T k3844 . URL. % E TP A0 E
TR o

NGSOC BEl: By ki s 43 3% H & NGSOC. NGSOC AT BAJal 7 ki T A 4k & 5
. XREATAHE.

UORERES : BAT SCAFERAS R AN S AR DU, AT T AV 0 2R g SC A

H]

Sepe

© e EtER] ERTRIRR: AL s B Y. 688561 508 Il



3.3 ZERME KBRS

FEAL R G ThRE T LUK P SecGate 3600 [k 15 2 51 i 10l B 22 AN HH L B 5 -
MALIEAT I B ARG, &SRB AR GEAR AT LA AL P 3R e i A IR 22 =Bl Th g
FF AT G &AL A B S o 7R P NS AW TR, Sl R R ST RE A AR
AR P R AL, R RETR R M 2% 1) R s P . X SAH LR B Jf Jaris
AT B REAUABIT K 2R Gt e B, T L@ RIAH SecGate 3600 Bl K4 5 41 H2 {3
PO RESDL TV SEIL, 1 A 7 2 i ) BB R e A T AT 4

3. 4 FREBNS RIS POE BB

A SecGate 3600 B kiw R I & & BEANASHIEHLH], HNRBI . KD
B IR P78 1 SR ot 7 I AT IR, B K s R B
AL FAE R RESh A MG, 2 MUl SE AW A B KB, B R e i s (14 5
HE S EaR o AN, PRIEEERAE BT K ha 2 Ao AE F AT Bl TR R
AR A B K E S A G 2 T, B REsh A ] UV B KB K&
BEUR R RO R B & By, R ORAIE 1 % 2 i i

3.5 M ELGEREHPEAR

P SecGate 3600 By ki RAIAMNIRBE L T 23 Ffr ks 1 4k 1 W 2% )2 B I
T, HMANZHY S AN, bk 425 2 B4R TR BT
HTTP. DNS. DHCP PR A x5 P 2400 1& T AR st R = 22 4B,
EARMAR L LR Bigs 02108 R 25k /B Thiae, BaH W
LANTIR

3.6 SEERIA M DLP (FIERiHtIR)

[IFH SecGate 3600 Py kii% 241 BA Mg, o, WA IEDhRE,
HoAr WA 8 32 RFSE T RBL BB 44 5. DA e H 58 YO H PR 1 44 B R A2 e i | [R) B e
TR A N R AT A 08 SCFat e S RRER X HTTPL SMTP. POP3.

Sop

© e EtER] ERTRIRR: AL s B Y. 688561 509 I



IMAP. FTP ViS4 SO i ATt i, EBAE 3 K3 SopyK RV

;PN e S ERELGE HTTP. SMTP. POP3. IMAP. FTP B3N 23R4T 12 8, S

PilsE SO, A B iE S THLSEE 5 28, SRR T WA B DU A 1)
RE, SCRFHEE ORI, Af AR PUAC 5 56 4 ILAC .

4. EPME

4. 1 BREPIH: TP W% BE

M E R A KR AN RIS R BRI H, KBRS S X, AL
B A TSR RE IR SRR B ISR R B S TR, BT SEEL 4
[T G N R VTR

4.2 BRRA: KA B

SRR HER R 2B R DLRE S AT B 1 AT AL TR P SI2 R, I 35 1 9 W 45 1) 42 R n]
JLAERN A28 B R RE ST, B SERHF S B A BRI AT R Fa 57, e R
PR DR ) 5 DRI S vy 2 M o

4.3 FREHE. AP EHE

TRREAK AN F vt KECERE BT 6, RREIHEN & 1% a8 E v, K
s R A FASEA L B0 28 Y P (RIS 4 R AR, T S VR P B XU, 8 2 4 T P e 7 A Ak 2 1) g
Ji.

5. MR

5. 1 4V H BP0 5 224 N 3 5%

BFRER: SMBEIZ, B P M2 2R IRS 240 AR ERS E A =
RS PRIE, R Xt B 98 R AT AT LR

R SRIGKR ARG S, LI P& G — S8, e R TR
. 5 NAC — S SEELM 2 HE NFITT I3 1 Aot (B 2 en & 2 by 1%HshA R
B TE

Sepe

© e EtER] ERTRIRR: AL s B Y. 688561 %010 T



HEEF A X \(
p i
\4 57 )3 ik

DMZ[X Al 55 &5 X

AN

-
N SN

Ll
-

gz MEWEN
-

IPARIXA @ AIXB @1
" Rl e
N

) )

-

5. 2 47L& W X 2% 22 4 B 3 5

B R ZREMEDY, PR M 20 SCEEE, W5t B SR,
T b X RS 58 S AT N HEAT 2R BRI S B R B A ANERIER 2, B R 4 2 4
BRSEH .

R ERRNLIAL: FRUER IPSec VPN SSLVPN ThiE; 1&FEShA B 5, A
RN R G Li G w il 52 umks), SoR A D KN AR R HERA . X P 4t
PR 22 4 KU AT RE AL 4% . 5 NAC — RS ST 48 i A7 i) 428 1

Sepe

© #FEEEHR I EEfaibc: FFZEfs I EARil: 688561 o117



i i 7

'y =7

£y £y
: K

ik %5 28 X AKX @’
* '
cat 7 — ‘@
; =

5.3 L O ZEMNAG R

B KRR, MWk, a2 et EORE; S hE HIMg
ok xSl g emE S E .

S R RE AR TR, 2R TCARBEHORUE AT SE1E; 5000+ TR A B4 8 EK
PEXUTEAGIN S SIS I L 5K R IR 55 % R UL K et AR ol % ST 2 4 1, ST L L AT o)
M MArEd.

© #FEEEHR W B wIRR: Al RS 688561 12 W



Internet

HIEPOoHO
S otz |- v, .-;V I i
By K 435 .-:?; .-:;1 5 <k Kt
| [

vFW VvFW VvFW vFW VvFW VvFW

5. 4 43 ANV W 224 B A 3 5%

BFRR: 03B, Mgt B/ 73— RAGBT AR SENG , X AhEU; in ) 2
Gzl Zm e A VEORIE, B 1R G K g R S B R 2 B KhEg—E L K
A MR AR b

PRB: B R ki, 2 SOV 5 S S VPN, SEILEERR BN & X B3R, I
SCBILIL T2 4 B 2 e EL R I JE AT ek B A s oF e e B AT R P U AT ] P AR 1 )
O SRR AT BEAT AT IR 23 AT, BHWOR R B TR, I S P BH W e B
s S5 REEV RIS, SEHLR OGS A (0 B O, DA S T e URS: (R  fRl 2]
# SMAC R%t, MEERCEME N RSz, REEENIE TR EPEE
=)

© #FEEEHR I EEfaibc: FFZEfs I EARil: 688561 %13 17



Internet

© #rE{EHEH] W B wIRR: Al RS 688561 %14 7



