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1 Ғᵜ⁭  

1.1 ғᵝ ҟ 

╠ Ҭ ᴆץ ᴆ ̆ ῃ

Ȃ ѿ ῃ Ḡ ῃ̆ ҩ

’ ῃ Ҝ

Ȃ 

╠ № ̆ № ᾢ

̆ ԅԐ ̆

Ȃ 

Ḥ ҍ№ ѿ ԍ

ᴰ ̂NDS̃̆ ҩᵝ Ḥ ҍ

№ ̆ ῃ ̆ ⌠ №

̂ ל NGSOC№ ̃ № ׆̆

ῃ ῃ ’Ȃ 

Ḥ ҍ№ ᴪ Ҭ ̆

׆ № Ҭ ץ Ȃ 

Ḥ ҍ№ ̆ ῃҌ

Ȃ Ḥ ҍ№ ֜

Ἕ ҉ ̆ Ἕ ᴪ ҡ Ȃ

ῃ ̆ Ҍᴪ ҙⱵ

Ȃ 
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1.2 ғᵝẻỗᴣғᵝו  

Ḥ ҍ№ ԍ ľ ֟ ̂TY-TSS10000Ŀ̃

↓ ᴰ ̆ ᴆѿᵣ ȁ ᴆ 2 ֟ Ȃ

ᵣⱳ 1-1 Ȃ֟ ԋ҈ ȁ ȁ

̆ ₮ ֟ ̆

҉ᴰ⌠ ҩ№ SyslogⱵ Ȃ ᴆ ҉ᴰ ᴆ

ԋ Ȃғ Ғ Ҋ ҉ᴰ ̆

Ῥ҉ ל NGSOC№ Ȃ 

1-1 ꜗ  
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2 Ғᵜ  ג

2.1 ╙ ᾭὯ  ד

2.1.1 ᶈ ᵙ ╙ ᾭὯ  

Ḥ ҍ№ Ҍֽ Ἕ⌠

̆ ̕ Ȃ ῀ PCAPᴆ̆

PCAPᴆ ԋ ̆ Ȃ 

2.1.2 ɡ ҈ᶺ ᴠᾭḧѲ ╙  

Ḥ ҍ№ ԍ / ȁ / ȁ

Ⱶȁᶛ ȁ ȁ ӈ Ȃ 

2.1.3 19 ╙ ῄỐ ᴝ  ד

Ḥ ҍ№ 19 ⱬ̆ ȁ

TCP Ȃ ̔ ᴰ ↓ ȁTCP ȁ

TCP ȁ IPȁ ȁ IPȁ ȁ macȁ

macȁ ȁ҉ ȁҊ ȁ Ḥ ȁ Ⱶ Ḥ ȁ

TCP Ḥ Ȃ 

ȁ UDP Ȃ ̔ᴰ ↓ ȁUDP

ȁUDP ȁ ipȁ ȁ ipȁ ȁ

macȁ macȁ ȁ҉ ȁҊ ȁ҉ ȁҊ Ȃ 

ȁ Web Ȃ ̔ᴰ ↓ ȁ

ȁ ipȁ ȁ ipȁ ȁHTTP ȁHTTP URI
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ȁuri_md5ṿȁhostȁhost_md5ṿȁoriginȁcookieȁser-Agent

ȁrefererȁ ȁ ȁhttp ȁContent Ȃ 

ᴰ ̆ httpsȁhttpȁDNSȁ ᴆ ȁ

SMBȁAD ȁWEB ȁFTPȁTelnetȁICMPȁTELNETȁICMP ȁSNMPȁ

SSL ȁSIP ȁONVIF ȁmongoȁNFS ȁSOCKS ȁdhcpȁnetbios_nbnsȁῃ

ᾝ ȁ Ȃ 

̆ KerberosȁRadiusȁLDAPҹ ȁ ꜚ

ᵬ Ȃ ᴆ ҹ ȁ ᵬ ȁ ȁ ȁ

└ Ȃ 

5 ᴰ , ‰ ȁ ȁ ȁ

ȁ ӈ ̆ Ҍ Ȃ 

2.2 ḍ ᾭὯ  ד

Ḥ ҍ№ ȁ ᴆ ȁ῀᷅

̂ ᴆ ȁ̃ ₯ ȁ ᴆ ꜚ

ⱬȂ ⌠ Ȃ 

ⱴ ῏ ̔ № ̆ Ҍ ≢

̕ ғ ץ ⱴȂ 

2.2.1 ᶈ ᵙ ḍ ᾭὯ  ד

Ḥ ҍ№ Ҍֽ Ἕ⌠

̆ ̕ Ȃ ῀ PCAPᴆ̆

PCAPᴆ ̆ Ȃ 

2.2.2 ḍ ừἵ  ד

Ḥ ҍ№ ̂IOC̃̆ ғ

ץ IOCȂ ץ Ҭ ׆̆

Ạ₮ Ȃ 
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ԍ IOC ⱳ ̆ ΐ Һ IOCȂ ԍ

̆ APTԊᴆȁὅ ȁּי ᴆȁ ΐȁ

ȁ ȁ ȁ ȁ Ҋ ȁ ȁ ȁ

ῒז ᴆȂ 
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2.2.3 ỦỴᾰҭ₅╜  ד

Ḥ ҍ№ HTTPȁFTPȁSMTPȁPOP3ȁ

IMAPȁSMBȁTFTPȁNFS̆ῇ ᴆ ̆ғ ץ

Ԑ ȁ ȁ ȁ Һ HTTP ҉ᴰ Ҋ ᴆ

ᴆ Ȃ 

ᴆ 350̓ ᴆ ̆ ғ Ȃ 

ᴆԐ ̆ ᾟ ᴆ 20ַȂ ꜚ ᴆ

̆ ӈȂ 

Ԑ ̆ ץ ᴆⱳ ᴆ ԋ Ȃ 

2.2.4 ԄӜ₅╜  ד

Ḥ ҍ№ ῃ ᾢ ꜚ

̆ ҹ ̆ ҹȁ ҹ

̆ꜚ ̆ᶏ ⱴῃ ȁ ‰ȁ ̆

ԅ῀᷅ Ҭ ̆ ‗ԅᴰ Ҭ ̆ᵖ

Ȃ 

ῤ ↕̆ WEB ₯ȁWebshell₯ȁ ₯ȁ ȁ

ὅ ȁC2 ȁ ḤȁSMB ₮ ₯ȁ ᴆ҉ᴰȁ ȁפ

ⱬ ȁ ȁ ΐȁ ᴰ ȁ ≠ ȁARP ȁ

Ȃ 
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῀᷅ 9000 ̆ CVE ȁCNNVDҬ

Ḥ ῃ Ҭ ῒז Һ ̆ ȁ

Ⱶȁ ȁ ⱬ ȁSQL ῀ȁWeb ₯ȁ ‖ ₮ ῒז ₯

ץ ȁ ȁὅ ᴆȂ 

῀᷅ Ҭ ӈ ̆ ⱴ ӈ

ᴆ Ȃ 

Ҍֽ ץ ᴰ № IPȁICMPȁTCPȁUDP ̆

֓ ‰ ̕ ץ FTPȁHTTPȁIMAPȁPOP3ȁSMBȁ

SMTPῒז № Ȃ ץ TCP ̆

₯ Ȃ 

2.2.5 Ṗᾢ֨₅╜  ד

Ḥ ҍ№ ₯ ̆ ῃ ׆ Ҭ

̆ ̔SQL ῀ȁXSSȁḤ ȁ ᴆȁ ȁ ȁ

ΐȁף ȁ Ȃ 
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Ḥ ҍ№ Flood̂ SYN Floodȁ

ICMP FloodȁUDP FloodIP Floodȁ̃ ̂ TracertȁIP

ȁ ȁ̃ ₯ ȁICMP ȁ Floodȁ

Web ȁ ≢ ⱬȁ ⱬȁ ᴆ ꜚ ⱬȂ 

Ḥ ҍ№ ԍ ӈ IP DDoS Ȃ

DDoS ῏ ֟IP ҹDDoS IPḠ Ҋ IP̆ ֓IP

DDoS ҩ ₯ IP DDoS ̆ ̆ғ ץ

Ḥ ҍ№ Ȃ 

Ḥ ҍ№ ‰ ‰ ̆ ‰

‰ ̆ 3389ȁ53ȁ80/8080ȁ21ȁ69ȁ

443ȁ25ȁ110ȁ143ȁ22Ȃ 



  

 

  12 
 

 

2.2.5.1  

Ḥ ҍ№ ԍ IP ̆

Ἕ Ҭ IP ̆ 24 /7/30 ӈ

5№ ῤ Ȃ 

ⱴ ̆№≢ 5№ /1ĺĺ24 /1ĺĺ7 /1

ĺĺ30Ȃ 
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2.2.5.2Web  

Ḥ ҍ№ SQL῀ȁXSS₯ȁ ȁ

ȁWEBSHELLȁ ᴺ ȁ פ ῀ȁ ᴆ ₯ȁ

₯ȁḤ ₯ȁWeb ȁ ӈ WAF ↕ȁWAFԐ

₯ Ȃ 
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ӈWAF ↕ĺĺ ӈ ↕ȁ ӈ ᴆ ↕ 

 

WAFԐ ̂ ᴆԐ ȁ URLԐ ȁԐ ̃ 

 

2.2.5.3 ⌡ Ⱶ 

≢ ≢ ⱬ̆ ≢₮ΐᵣ ̆ ץ

≢₮ ᴆȁ Ȃ 

Ḥ ҍ№ ү ≢ ̆ ≢

1058 Ȃ 115 ȁ Ԑ ȁ360Ԑ ȁ Ԑ ȁ

126 ȁ139 ȁ163 ȁ189 ȁ21CN ȁ51CTOȁCSDN

ȁ ȁ ȁҬ ȁ51CTO ȁ ȁCSDN ȁ

Ḥȁ Ḥȁ Һ Ȃ 
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Ҭ ⱴ ӈ ⱳ ̆ ԍ ≢ ӈ ̆

Ḥ ̆ ȁ ↕ TLV ̆

Ḥ ̆ү ԍ ȁ ⱬȂ 

2.2.5.4 Ⱶ 

Ḥ ҍ№ ꜚ ᴆ ȁ῀᷅

ȁ ȁ ≢ ̆ ץ ᴆ ȁ῀᷅

̆ ᴆ ≢ ⱬ̆ ᵞ ≢ Ȃ 

2.2.5.5 ᴌ ꜠ Ⱶ 

Ḥ ҍ№ ᴆ ↕̆

ᴆ Ȃ ᴆ ⌠ ᴆ

Ȃ
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2.3 ḍ ᶋ῟₅╜  ד

2.3.1 Webᾢ֨₅╜ 

Ḥ ҍ№ WEB ₯̆ SQL

῀ȁXSSȁף ȁ ῀ ₯Ȃ ᴺ CSRF₯

Ȃ ῒז WEB ₯̆ ȁ ȁפ ȁ פ ȁ

ᴆ ΏȁḤ ȁ ᴆ ȁ ᴆΏ῀ ₯ȁ Ȃ 

WEB ₯ ̕ 
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ῒז WEB ₯̕ 
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2.3.2 Webshellᾢ֨₅╜ 

Ḥ ҍ№ ԍ webshell₱ ₯ ̆ ᴋ

ᴆ҉ᴰȁᴋ ₱ ȁᴋ ᴆΏ῀ȁᴋ ᴆ ȁᴋ

ȁ פ ȁpreg_replace ף Ȃ ԍף ₯ ̆

 TCP ף ȁHTTP ף Ȃ 

ԍwebshell₱ ₯ ̕ 
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ԍף ₯ ̕ 
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2.3.3 ầẂ╙ ₅╜ 

Ḥ ҍ№ TCP ȁ ȁ

ȁIP ₯ ȁ ȁ  AET 

ⱬȂ 

 

 

2.3.4 ᷂ Ѯ ₅╜ 

Ḥ ҍ№ ȁ ↕ȁ

̆ Һ Ḥ ꜚ ҹȂ 
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2.3.5 ӡ ₅╜ 

Ḥ ҍ№ DNS ȁHTTP ȁICMP

Ḥ Ḥ Ȃ 

 

2.3.6 Ẵᴭҧ₅╜ 

Ḥ ҍ№ ӈ פ ῖ̆  HTTPȁ

HTTPSȁSMBȁTelnetȁFTPȁPOPȁSMTPȁIMAP ӈ פ

Ȃ 

 

Ḥ ҍ№ ӈ פ ↕̆ ↕

ӈ פ ȁ ↕Ȃ פ ↕ Ȃ 
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2.3.7 ₅╜ 

Ḥ ҍ№ ȁ ȁץ ȁ ȁ

ԋ ᵩ ̆ № ҹ ̔ ף ᴰ ȁ Ḥȁ

ȁ ȁ ᴋⱵȁ ֜ ᴍ Ȃ 

 

2.3.8 Ῡד꞊ ₅╜ 

Ḥ ҍ№ HTTPȁSMBȁFTPȁIMAPȁPOP3ȁ

SMTPȁMSSqlȁMysqlȁOracleȁSip ȁRedis ȁLdap ȁNntp ȁSSHȁTelnetȁ

Sybase ȁVNCȁRADMINȁRDP ⱬ ̆ ≢₮ ȁ

Ḥ ȁ ⱳҍ ₯ Ȃ 
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2.3.9 ḭṪԏ₅╜ 

Ḥ ҍ№ deimos̆merlin̆viper̆silver

ΐ Ȃ 
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2.4 ╙ ᾭὯᵙḍ ᾭὯᶹᴧ  ד

2.4.1 ᾟὙ╙ ᾭὯᵙḍ ᾭὯіҽֹᶺ ֫‘Ẉᴶ 

҉ᴰ⌠ ל ȁNGSOC№ ȁ

№ SyslogⱵ № Ȃ 

2.4.1.1 ҏᴶ Ὴ שׂ  

Ḥ Ὲ ῃ ל ̆ ȁ ȁ Ҭ ᴑ

Ԋҙ ᵝ ῃԊᴆ№ ҍῃ ῃ ל Ȃ 

ԍ Ḥ Ὲ Ԑ Ḥ

ҍ№ ⌠ ᵝ ῃ ̆

ȁ ꜚ ῏ № ҹ̆ ҍ

Ҋѿף ꜚ̆ ҹ Ȃ ̆

ȁ ֓ ᵣ ῃ ל

̆ ≠ԍҙⱵ Ạ₮∞ ‗ Ȃ 

 

Ḥ ҍ№ ᵬҹ ל №̆

῏ Ḥ ҍ№ ̆ ҩ

̆ ȁ ץ ῏ pcap҉ᴰ⌠ ל Ȃ 



  

 

  29 
 

 

2-1 Ḫ ғⅎ ᵲҿ שׂ  

 

 

2.4.1.2 ҏᴶ SYSLOG ꜙ  

Ḥ ҍ№ ץ

SYSLOGⱵ ̆ᵬҹῤ ῃ ᶫ ҈ № ᶏ ̆ ᶏ

TCP UDP Ȃ 
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2-2 Ḫ ғⅎ └SYSLOGꜙ  

 

2.4.1.3 ᴌҏᴶ ᴌ  

Ҭ ₮ ֜ ҉ ԅ Ḥ ҍ№ ̆֜

Ἕ⌠ Ḥ ҍ№ ̆

ᴆ ↕ ᴆ ᴆ Ȃ

ᴆ҉ᴰ⌠ ᴆ ̆ ᴆ ᴪ ҉ᴰ⌠№

№ Ȃ 
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2-3 ᴌҏᴶ ᴌ  

 

 

2.4.2 ᾭὯᶹᴧ ᾟὙḾὶẈᴶצּ ᶎ  

ל ȁNGSOC№ ȁ №

̆ Ⱶ ̆ ץ ⱴ ҩ IP Ȃ ꜚ

⌠Ҍ Ⱶ ҉Ȃ 

2.4.3 ᾟὙ╙ ᴝᾰҭᴧ ֹᾰҭḍ ḧᵸ 

Ḥ ҍ№ ↕ ᴆ ᴆ Ȃ

ᴆ ץ ⌠ ᴆ Ȃ ԍ ᴆ

ᴆ ̆ FTPȁHTTPȁSMTPȁPOP3ȁ

IMAPȁSMB ץ̆ ȁ ȁ ȁ ᴆ῍֣ȁ

ᴆȂ 
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2.4.4 ᾟὙḍ ‾ ᶹᴧ 

Ḥ ҍ№ ̆ ₯ȁ

≠ ȁ PCAP ᴆ ץ FTP SFTP

҉ᴰ FTP SFTPⱵ ̆ Ⱶ ȁ

ȁ Ȃ 

2.4.5 ᾟὙ ḧѲᶺᶋ῟ῄỐᶹᴧ 

Ḥ ҍ№ ̆ ᵖҌ

ԍ ῃ ȁ ̆ ԍ

ȁ ⱴ ᴰ ⱴᴰ ȁ ӈ ̆ Ҍ

Ȃ 

2.5 ғ אᴧט  ד

Ḥ ҍ№ ֟ ꜚ ⱬȂ Ἕ⌠ Ḥ

ҍ№ ῤ ֟ ≢ ↕ ֟ ↕ ׆̆

ꜚ ≢ ֟̆ ֟ Ȃ 

2.6 ầẂᾭὯἭץ  ד

Ḥ ҍ№ ̆ ץ ԍ IP ȁ

ȁ ȁURL Ȃ ᴆ Ҋץ ⌠

№ Ȃ 

Ḥ ҍ№ ΐ ῃ ⱳ ̆ ῃ ⱳ

̆ ῃ ̆ ꜚ ᴰ ⌠ Ⱶ ̆Ạ⌠

Ȃ 
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╜ḸᾭὯ₅ז 2.7  ד

Ḥ ҍ№ ԍ ȁ SMTPSȁ

POP3SȁIMAPSȁHTTPS SSL ̆

̆ Ȃ 

2.8 ̓ Ᾰ  ד

Ḥ ҍ№ ԍ IPv4 IPv6 IP

Ȃ ԍ URLȁDNS ̆ ╠

̆ ץ ⱬȂ 

Ḥ ҍ№ ץ Ҭ̆Ҍ

Ȃ Ἕ ῃ ̆ ꜚ ≢

≢ ̆ ֟ ≢ ᴆ № ̆ ≢₮

Ҭ ֟Ḥ Ȃ 

2.9 ḧѲ  ד

Ḥ ҍ№ ӈ ⱬ̆ ↕

Ҭ Ḥ ̆ ᾟ⌠ ӈ/ ӈ Ҭ̆ ₮ ӈ

ӈ /└ / ̆ ⱬ̆ ⱬȂ 

  



  

 

  34 
 

 

צּ 2.10  

2.10.1 ḧѲ ֱ 

Ḥ ҍ№ ȁ ȁ ȁIP

Ḥ ӈ ↕ ≢ Ȃ 

 

 

Ḥ ҍ№ ↕ IDȁ ȁ ₯ ȁ

ȁ ұȁ ↕ ӈ web ↕ ȁ ӈ

IPS↕ ȁ ӈ ↕ Ȃ ӈῤ Ⱶ IPȁ IP̆

ԍ ≢ ֟Ḥ Ȃ ӈ ῤҌ Ⱶ Ȃ 
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ӈweb ↕ ̕ 

 

ӈIPS ↕ ̕ 
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ӈ ↕ ̕ 

 

ұ ĺĺ ̕ 

 

  
































































































