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Ԁ ᶱᾭ 

Ḥ ̆ Ғ ԍҹ ȁ´ ȁᴑҙ̆ ȁ ᶫᴑ

ҙ ῃ ȁ֟ Ⱶ ῃῈ ̆ ᵖҌ ԍץҊҺᵣ̔

֤ Ḥ Ὲ ȁ Ḥ Ḥ ̂ ֤̃ ᴍ Ὲ ȁ ֤

Ὲ ץ̆ ҉ Һᵣ └ ᵣȂ Ḥ

≢ ̆ ҊԊ Ҍ ᴋᵥ ᴋ̔ 

1. ֟ ̆ᵖҌ Ḡ ҍ ᴆ

֟ ῃῚ ̆Ҍ Ḡ ֟ ῃ Ȃ ₮

ҌῚ ’̆ ’

Ḥ ̆ Ȃ 

2. ᾛ ῤ̆ ᶏ Ҍ ᶏ ֟

֟ ̆ ᵖҌ ԍ ҩֲ

ȁ ҙ ≠ Ҧ ȁ Ҭ ȁ ҙḤ ҡ ᴋ

ᵥῒ ̆ Ḥ Ҍ ᴋᵥ ᴋȂ 

3. ԍ Ḥ ԑ ȁ ȁ

Ḥ ҡ ȁ ῒ ᴋᵥҌ ⱬ

֟ ̆ Ḥ Ҍ ᴋᵥ ᴋ̆ᵖ ⱬ

⁞ Ȃ 

4. ԍ ̆ Ḥ ̆

Ḥ ᵖҌ ԍҬ ᶏ ȁẢ

ᶫ Ⱶȁ └ᶏ ȁ Ȃ 

5. ԍ׆ Ḥ Ҋ ֟ ץ ׆

Ḥ ׃ ҉ ֟ ̆ Ḥ Ḡ

֟ ȁ ᴺ ᴚ

ᴆ̆ᶏ ᴆ̆ Ҍ

̆ Ҍ Ҋ ȁ ȁᶏ ̆ Ḥ

Ҍ ᴋᵥ ֟ ѿ℗ ᴋȂ 

6. ᴋᵥ Ҋ̂ ᵖҌ ԍ ̃̆ ᴋᵥֲ

ᶏ ֟ ҉ Ḥ ֟ Ḥ ̆ ῒז

ҍ ֟ Ḥ ̂ ȁ

ȁ ≢ ̆ ῀ ≠ ӊ ̆

ӊ ҡ ̃̆ Ḥ Ҍ

ᴋᵥ ֟ ѿ℗ ᴋȂ 

҉ץ Ḥ Ȃ
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1 ♪◦֪ῷ 

1.1 ῃ Ҥ  

̆ ῃ ҳ ל Ҥ ȁ ̆ ҉ ȁ

ȁ Ḥ Ҍ ̆ ҉ ҍ ȁ ҍ ȁ ҍ

Ԉ ̆ ҳ Ҥ Ȃ ľ ԓĿȁľԑ +Ŀ

̆ԑ ȁ ₮Ҍ ̆

ῃҺ ῃ ₮ԅ ̆ ῃ ֟ ȁ ῃ

҉ׅ Ạ⌠ῃ ῃ Ȃ 

1.2 ⱴ  

Ḥ ̆ Ḥ ȁ ȁԐ ȁ

ꜚԑ Ḥ Ҭ ῃ ̆Ḥ ȁ Ữ

ȁᴰ ԅ ̆ ȁ

ȁ ⱴԅ ҍḤ ῃ ̆

ȁⱳ ү ȁ ҍḤ ῃ ֟ Ȃ ῐ ֟ҙ

꞊ ꜚҊ̆ ῃ Ҍ ̆ ⱴ ̆

ῃ ⱴ ̆ᵖ ╠ᴰ ῃ ΐᶭ ԍᴰ

ῃ ̆ ҍ Ҥ Ȃ 

ᴰ ῃ ᵣ Ҋ̆ ҩ ᵝ ῃ ҹ ̆ ῏

ῃᶭ ԍ ᵝ Ḥ ῃ Ȃ ῃҺ ᵬ

ҹ ҳ Һ ≠̆ ӎҺ ̆ ῃ ̆ ֽ

₱ ῏ ᵝ ̆ ᵞ̆Ӟ ӎ ̆
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Ӟ ץ ᵀ ̆ ᴰ ᵣ ̆ᵖ

Ȃ ̆ ᵬҹ ῃ ̆ ῃҺ

ᵬ №Ȃᵖᴰ Ҋ ҙⱵ № ҡ

̆ ҙⱵ ̆ ᵬ ԑ◓ ̆

ᵬ№ ̆ ᵬ Ӟᴪ Ȃ ᴋᵥ ҙⱵ

̆ ֽֽ ҹԅ Ȃ 

1.3 ̆ ꜚ  

╠ ῃҺ ꜚḠ Ԋᴆ

ᵬ ̆ ӎҍӊ ҉ ҙⱵ ̆ ᶭ Ҋ ҈

ҍ Ȃ ҙⱵ ľᴪ ̆

ꜚ Ŀ̆ ҩҙⱵ ’ ̆Ӟ ẠҌ⌠ ῃ ̆

ҩ Ȃ ̆ᵬҹ ῃ ̂ ᵝȁֲ

ȁ ȁ ̃ ѿ ̆ Ạ⌠ľῑ ꜚ̆

ᾢ Ŀ ̆ ҙⱵ ҳ ꜚ̆ ӎᵣ

└ ל̆ ҙⱵ Ȃ 

ῃҺ ῃ ̂Ԋ̃ᴆ

̆ᵖ ῃ Ԋᴆ ᾝ ȁ ᾝ ̆

ᶏ ̆ ғ ῃҺ ӎԊ╠ ῃ ȁ

̆ԊҬ ȁ №ל ̆Ԋ ᴋ ȁ Ḇ ꜚ

└̆ Ԋᴆ ̆ ῤ ῃ Ԋᴆ

ȁῤ ȁ ȁ ꜚ Ḥ ׆̆ ץ ҉Ԋ Һ

ꜚ Ҍ≠ Ȃῃ ᵝ Ҭ ԅ ᴇṿ

̆ ӎḤ ῍֣ᵣ ̆ ᴇṿḤ Ҍ ῍֣⌠ῒז ᵝȂ 
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1.4 ȁ ̆ ῃ ל  

‗ ԅ ῃ ҍ ̆ ҉ ҙⱵ Ȃ

╠ ҙ ῃҺ ῃ

ӎ̆ ̆ ῃ ’ ℗ ̆ғ

ῃ ӞҌ ΐᵣ̆ ԅ ῃ ҙⱵ ҉ ľ Ҭ

ĿȂ 

ҙ ῃҺ ῃ ҙⱵ

№ ̆ ҙⱵ ’ ᵣ ᵬ ᵣץ ̆ ӎ

ῃ ᵣ ῃ ל ל ᵀ̆ ׆ ╠ ᵬҬԅ ῃ

ῃ ̆Ҋѿ ҙⱵ Ӟ Ғҙ ̆

ԅľ Ŀ ꜚ Ȃ
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2 ҒᵜḦӇ 

╠ ῃ ̆ Ḥ Ὲ ₮ ῃ№ ҍ

Ȃ ꜛ ҙ ῃҺ ѿ ῃ Ṝȁῃ ᵝȁῃ

ῃ └̆ ȁ ȁ Ḥ ῃ ̆

ῃ ῃ ץ̆ ᵣ ῃ ῃ ’

̆ ̆ ῃ ̆Ῥ

ҩ ᵝ ҈ ᴝ ̆ ҙ ῃ ȁ

ȁ Ȃ
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3 ҒᵜẺ ᴢ῾ῶ 

֟ ҹ ᴆ ̆№ҹΈ №ῤ ̔ ȁ ל ȁ

ȁ ȁῈ῍ ̆ Ҋ ԋ ᵝ ̆ ҉

῏ ᵝ ҉ ̆ ᵣ Ҋ̔ 

 

̆ ȁ ̂ ȁ ȁҺ ȁ

ҙⱵ ȁ ̃ȁ ȁ Ⱶȁ № ȁBI Ȃ

῀ ȁ ȁ ̆ ȁ ȁ ȁ

ⱴ ȁ ҍ ̆ᶏ ѿȁ№ № ȁ Ȃ

ᴪ ῀⌠ ̆Ῥ ῏ ̆Ῥ

ѿ ᵣ ᵣӊ ῏ Һ ̆ ҉ ҙⱵ
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ҙⱵ Ȃ № № ̆

Ԋᴆ̆BI Ȃ ⱬ ᶫ ȁ ȁ

῍֣ ⱵȂ 

ל ̆ ᶫḤ ȁ ֟ ȁ ῃ ȁ№ Ҭ ȁ ∞№ Ҭ

ȁ Ҭ № ⱬȂ ̆

̆ ל ѿ № ̆ ѿ ᵀ ̆

ᶫῃ Ṝȁῃ ᵝ ל ̆ ῃ ל ∆ Ȃ 

̆Һ ῃḤ № ∞ ̆

ȁ ȁ ꜚḠ ȁ ᵬ ҍ ᵀ ҙⱵ ᵬ̆

ȁ ῃԊᴆ ⱬȂ 

ⱳ ̆Һ ∞ ׆̆ ל ̆

ᵣ ῃ ’ ᵀ̆ҹ ῏ ֲ ∞Ғ

ᶫ ᴇṿ Ḥ Ȃ 

Ὲ῍ ⱳ ̆Һ ҹ ᵣ ᶫ Ḥ ֲ̆

̆ ֲ ̆ ῏ ῏ Ḥ

҉ᴰҊ Ȃ
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4 Ғᵜה  

4.1 ῀  

Ḥ ῃ№ ҍ ̆

ȁ ȁ ȁ Ⱶ ⱬȂ

ѿҩ№ ȁ ȁ Ữȁ ȁ№

̆ ’Ҋ̂24 CPU2.6GHzȁ128Gῤ ̃̆ ῀

ⱬҌᵞԍ 20000EPS̕ 50ҩ̕ ץ HadoopȁHbaseȁ

Spark ᴆҹ ̆ ῀/ ₮ȁ Ữȁ ȁ ӟȁ

ȁ ῃ ѿ Ȃ 

 

  

҉ ̆῍№ҹ Ҋ₃ҩ ̔ 

῀ ̔ 

῀ Һ ῀ȁ ῀ȁ ₮ ⱳ ̆

Ᵽ ᾎὊὓԃ

Ҭ

Ḕ
ӳ

SQLῸח ᶃ ᾆ Ậᾜ  ᵸḙѽ

ἥᶴת
MapReduce

ớ ‬
Hive

Ҧ
Spark

֫ṵẪ ◊ ẙ
YARN

ḕӴק‗
HDFS

ḕӴק‗
Hbase

╙ẪᾭὯὶԄ

Flume

Kafka

Sqoop

ἥ ᾭὯὶԄ

ᶽᾭὯ ת

ᶽᾭὯҐҊ

╙Ẫ
Storm

֫ṵẪ Ậ
ElasticSearch
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῀ ̆ ҹ№ץ ῀ ῀ ̔ 

῀ ̔ ԍ FlumeȁKafaka ῀ ̆ ῀

֟ ̆ ̆ ץ ̂Agent̃

API Ώ ̆ ῀ ץ Ώ῀ Kafka ↓ ̆Ӟ

ץ Ώ῀ Ȃ 

῀ ̔ ԍ sqoop ῀ ̆ ץ

Ữ Ữ̂ ῏ MySQLȁOracle ̃ӊ

ᴰ ̆ ᴆ ῀ ̆ ץ ᴆ Ҭ ῀⌠

ҬȂ 

Ữ ̔ 

Ữ Һ Ữ̆ Ữ №ץ

ҹ Ữȁ Ữȁ Ữȁῃ ỮȂ 

Ữ HDFS̆ HDFS ԍҺ׆ ȁ ȁ Ό ȁ

№ ᴆ ̆ ᴇ ҉̆HDFS ᶫ

̆ ̆ HDFS ᶫԅ

http ȁfuseȁapiȁthrift Ȃ 

№ ElasticSearch ѿҩ № №

̆ ᶫԅѿҩ№ ⱬ ῃ ̆ ԍ RESTful web

̆ Ḃ ӈ Ȃ 

̔ 

Һ № ȁ ȁ ̆

№ҹ№ץ ȁ ȁ ף ȁ ד ȁ ӟ

Ȃ 

№ Һ ԍYarn Mapreduce ̆Yarn ѿ

̆ ѿҩ № ̆ ץ № Ҋ ≠

̆ ֓ CPUȁῤ ̆ ҹץ MapReduceȁSpark

ᶫ Ⱶ̆ ᴋᵥזҹῒץ ᶫ Ȃ
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MapReducĕ ᶫ ̆ ̆

̆ ̆ ԍ Ȃ 

ף Spark̆ ̆ Ҭ ῤ Ҭ̆

̆ ̆ DAG ȁ№

RDDȁ ῤ cacheȁү ᴆ Ȃ 

Storm ΐ ȁ ȁ ̆ ׆

↓ ̆ ԍDAG Ȃ 

ד ԍ Hive ѿ ̆ ץ ԍ

̆ Ḃ № Ȃ 

ӟ ԍ Spark MLlib ̆ ᶫԅ №

ȁ ȁ ӟ Ȃ 

№ ̔ 

№ ̆ SparkȁHiveȁMapReduce ̆

ץ HDFSȁHBaseȁCassandra Ạ Ȃ

̆ ̆ Ữ ̆ ‰

Cypher ̆ ȁ ᴨ ȁ ȁ

№ Ȃ 

4.1.1 ῀ 

῀ ѿҩ№ ȁ ȁ Ȃ ץ

Ҍ Ҍ Ḃ ῀⌠ ῃ№ ҍ Ҭ̆

Ҍ ҹ№ץ ῀ ῀Ȃ 

῀ ̔ 

ԍ Flume № ̆ ץ Ȃ ץ

̂Agent̃ API Ώ ̆Ӟ ץ ᵬ

ᶫ ῀Ȃ 

ԍ Flume ץ Ώ῀№ ᴆ HDFS №

HBasĕ ץ ȁⱴ ȁ№ Ȃ ԍ
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̆ ԍ Kafka № ̆ ץ ᴰ

̆ Flume ⌠ Kafka ̆ ԍ Spark №

׆ KafkaҬ ̆ Ȃ 

ԍ Kafka № ̆ ץ ᴰ ̆ ῀

Ȃ№ kafka ѿҩ № ̆

ӊ ᴰ ȂKafka Ữ Ҭ̆Ḡ

̆ Ḡ ץ̆ ҹ O(1) ᶫ ӄ

ⱬ̆ ᶏ TB ҉ץ Ӟ Ḡ ̆ Ⱶ

҉Ӟ Ạ⌠ 100K ҉ץ ᴰ Ȃ ̆ᵬҹѿҩ№

̆Kafka № ⌠ Ⱶ Ữ ᶫ ̆ ғ ҌẢ

Ⱶ Ȃ 

῀ ⱳ ̔ 

῀̆ ȁ ȁSyslog

ӈ Ȃ ῀̆ ⌠ Ȃ ȁ

῀̆ ̆ ȁ

№ ȁ ̆ AvroȁCSV Ȃ

ⱴ ̆ №◓̆ ⌠ Ȃ Ҍ ῀ ̆

Agent ȁSDK Ώ῀ȁHTTP ̆Agent

Ҋ ᴆ̆ ꜚ ᴆȂ ӄ ⌠ Ữ ̆

HDFS ȁHBase ȁHive ȁKafka ȁES Ȃ

ȁ ̆ԋ API ̆ Kerberos Ȃ 

4.1.2  

ԍ Kafka № ̆ ȁ ȁ

֜ԑ ⱳ ȂKafka № ↓ ̆ ѿҩ׆ ᴰ ⌠

ѿҩ ̆ ῏ ԍ ̆ ῏ ңҩ ҩ ᵥ

ᴰ Ȃ ΐ ȁ ȁ ȁ Ȃ №

↓ ̆ ᶫ № ⱳ ץ № ⱬ̕



  

 

 

  16 

 

ץ ⱴ ⱬ ӄ Ữ ̆ΐ ̕

ץ̆ ‰ Ȃ 

 

  Kafka  

Kafka ̆ ᶏץ ̆Ӟ ץ

ӈ ӈ̂ ֽ ѿ ȁ ѿ ȁ ѿ

Ȃ̃ № ӄ ̆ ѿᴍ ᵬ ҩ ȂKafka

ӊ҉Ạԅ ̔ ῀ ₮

̆ ꜛԍ ҙⱵ Ȃ 

ԍ Kafka № ̆ ԍ ֲ ֟ȁ

ֲ ̆ ץ ҙⱵ Ȃ ̆kafka ◐

Όᵩ̆Ҍ ̆◐ ץ Ȃ ₮ Ṝ̆

Kafka ‖̆ ץ ⌠ ȁῤ ׃ ȂKafka ȁꜚ

ȁ ȂKafka Ҭ ץ ⱴ ȁ ȁҙⱵ
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Ώ῀̆ ̆ ԍ

ӈ SchemaȂKafka Ҭ ȁ ȁ

Ữȁῃ ȂKafka Ἕ̆ Һ׆ Ώ⌠

ᴍ ̆ ᴰ ̆ҍ ᴰ ң ̆ ᴰ Ḡץ

׆ ֟ ⌠ ӊ Ҍᴪҡ Ȃ ᴰ ᾛ ѿ ҡ

Ȃ 

ⱳ Ȃ ⱴ ᶫȁ

῀ Ώ῀ȁҙⱵ Ώ῀̆

ȂKafka ᾢ╠Ὶ ̆ ҌẢҙⱵ Ȃҹ

ԅḠ ῃ ̆Kafka ῤ ԅ └ └̆ Kerberos ȁ

RBAC ̆ ̆ Ώ῀

Һ Ȃ 

Kafka ᶏ ԅ Ώ ⱬ̆ ҆ᾠ ̆ᶏ ◐

ᴆҊ̆ Ⱶ ⱴ ⱬ 30MB/s̆ ᵣⱴ ⱬ Ⱶ ץ

Ȃ 

4.1.3 ῀ 

ԍ Sqoop ῀ ̆ ץ Ữ

Ữ̂ ῏ MySQLȁOracle ̃ӊ ᴰ Ȃ 

ᴆ ῀ ̆ ץ ᴆ Ҭ Ҭ̆

ᴆץ№ № ῀ Ȃ 

῀ ⱳ ̔ 

ü ῀ ₮̆ ῀ ₮Ȃ 

ü MySQLȁOracle ῏ ₮ HiveȁHBaseȁHDFS

Ữ ̆ HiveȁHBaseȁHDFS Ữ ₮⌠

MySQLȁOracle ῏ Ȃ 

ü ѿҩ ̆ ῏׆ ⌠№ Ữ Ȃ 

ü HDFSȁHBaseȁHive Ữ ӊ ȁ Ȃ 
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ü ftp ₮⌠ HDFS Ữ ̆HDFS Ữ ₮⌠ ftp Ȃ 

ü ᴆ̆ ₮ № ₮Ȃ 

ü № ῀ ̆ ῀ ⱬ ꜚץ Ȃ 

ü ӊ ̆ ᴆ ȁ Ȃ 

4.1.4 №  

№ ᴆҺ ԍ YARN ȁ

Mapreduce№ Ȃ ΐ Ҋץ ѿ֓ⱳ ̔ ѿ №

̆ ȁ ≠ ̆ΐ ̆

Cgroups ̆ ̆ Ȃ 

№ ⱬ ̔ 

ü ѿ ȁ └̆ῤ ⌠ GBȁ

CPU ⌠ Ȃ 

ü Ҍ ̆ ῤ ȁCPU Ȃ 

ü ԍ ↓ȁ ↓ № Ȃ 

ü ԍ RBAC ↓ └Ȃԋ ȁꜚ ȁ

└Ȃ 

ü MapReduceȁSpark Ȃ 

4.1.4.1  

Storm ѿҩ№ ̆ ֟ ̆

₮ Ȃ ҍMapReduce Ҍ ̔MapReduceѿ ѿ

̆֟ ѿҩ ̕ Storm Ҍ ֟ ȁ

῀ ̆Ҍ ₮ Ȃ 

Storm ҹ№ ᶫԅѿ ̆ ԍľ ĿӊҬ̆

Ȃ ↓ ᵬ ѿ Ȃ 

StormӞ ԍľ Ŀ̂ continuous computatioñ̆ Ạ
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̆ ץ ₮ Ȃ ԍľ№ RPCĿ̆

ץ Ȃ 

Storm ץ Ḃ ѿҩ Ҭ Ώҍ ̆Storm

ԍ ̆  Hadoop ԍ ȂStorm Ḡ ҩ ᴪ ⌠

̆ ғ ĺĺ ѿҩ Ҭ̆ ץ ץ ҆ ̆

Ώȁ ⱴ ȁ ᵬ Ȃ 

Storm └ ԅ SQL ̆ SQL ̆ where ̆GroupBy

Join̆ ₱ ̆UDF₱ ̆ ӈ ῀ ̆

ץ ̆ ԍ Storm ҉

̆ Top- K ᵬ̆ ꜚ ҍ ӊ ῏ ȁ ҩ

῏ ᵬ ̆ JDBC ֜ᵬҙ̆ ̆

Java ̆ ӈ ⱳ Ȃ 

Storm └ᴨ ԅ ⱬ̆ 40MB/s ̆

̆ 25MB/s № ⱳ ̆ Ȃ

Ҍᵞԍ 200 ̆ ԍ ̆ Ҍ ԍ 10 Ȃ 

Storm ̆ № ȁ ӟȁḤ ̂ᶛ

̆ ᶏץ Storm ȁ̃ ̂ᶛ ̆

ᶏ Storm ̆ ̆ ҉

ȁ̃№ RPĈ ̆ ׆ ҉

Ⱶ ȁ̃ETL̂ Extraction Transformation Loading ̆ ȁ ⱴ ̃ Ȃ 

ף 4.1.4.2  

№ Ҭ ̆ ԍ Spark № ף

̆ ҉ ᶫ SQL ̆ Ạ №

MLlib ӟ ̆ ԍ GraphX Ȃ 

Spark Driver ̆Cluster Manger̆Worker Nodĕ Executor Ȃ

Cluster Manger Ҭ Worker Node Executor̆Driver

DAGҬ task ̆Executor task RDD cacheȂ 
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№ Һ ԍSpark ᴋⱵ ̆Spark ӟ MLlib

ԅү ӟ ̆ MLlib ԅ ᾟ̆ΐᵣ

̔ 

ü ̔ ̆ ῏ ̆ ̆Ẋ ̆ ֟ ̕ 

ü № ҍ ̔SVM̆ GBDT̆ LLGC̆ ̆ ̆ ̆‗

̆ ̕ 

ü ̔k- means̆ Hac̆ ̆PIC̆ ₀ ȁminhashȁ

Disjoint - Set̕ 

ü Һ ̔LDĂ PLSĂ ̔ALS ԋӗ ̕ 

ü ᴨ ̔SVD̆ PCA̕  

ü ̔TF- IDF̆ word2vec̕  

ü ̔FP- growth̆Aprio̕ 

ü ̔SMTȁEMBT̕  

ü PageRankȁLPAȁLouvainȁ ᵀ Ȃ 

ԍ Spark ӟ ̆ ᶏ JavaȁPythonȁR

№ Ȃ № ץ ̆ ̔Hive ȁ ̆

K- V ȁ῏ Ȃ Ώ № ץ SQL ῀ №

ȂMllib № ȁ ȁ῏ № № Ȃ ԍ Graphx

№ ̆ ῏ Ȃ ̆ ץ ӈ №

Ȃ ҩ ӟᵬҙ ᶭ Spark̆ Spark ץ ԍ Yarn №

̆Sparkᵬҙ ̆ ҍTableauץ

ΐ ȂSpark Ὶ Spark1.X Ȃ 

ᴨ Spark ӟ ̆ ץ ַ № ȁ № Ȃ 

4.1.5 ῃ  

ElasticSearch ѿҩ № № Ȃ ᶫԅѿҩ

№ ⱬ ῃ ̆ ԍ Java SDKȁRESTful web Ȃ
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Elasticsearch Java ԍ Lucene ̆ ᵬҹ Apache Ҋ

̆ ╠ ᴑҙ Ȃ 

ElasticSearch ԅ ̆ └ ԅ ԍ Spark SQL ̆

SQL ῃ ᴆᵬҹ SQL ѿ ᴆ̆ ̆ Full_text ῃ

₱ ̆ ῏ ῏ ῤ ȁҍ ̆ ԍ

№ ̆ ̆ ᵣ/ ᵣҬ ̆ № ̆ Ҭ

№ ȁIKAnalyzer ̆ Ӟ № ȂElasticSearch

ⱳ ̆ Ҭ ̆ № ̆

῏ ̆ ѿ ⱳ ̆ ̆ ѿҩ

ῃ ̆ ̆Ҍ ῏ ̆ №῏

̆ ⌠ № Ҭ ѿ

№ ̆ ῃ Ữ ῏ ᵬȂ 

ElasticSearch ₮̆ ₮ ᴆ̆

⌠ № Ҭ ѿ № Ȃ 

ElasticSearch Ҭ ̔ 

Master Node̔ ҩ ̆ ҩmaster node ҽ֟ ѿҩmaster̕  

Data Node̔ Ữ ̆ ̆ №

̕ 

Search LoadBalance Node̔ http Ạ ̆ Data 

Node ̕ 

Client Node ̔ ԍҍ ֜ԑ̆ ֜ Ȃ 

ῒ ᵣ Ҋ̔ 
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 ElasticSearch  

ElasticSearch └ᴨ ԅ ̆ №

№ ̂OLAP̃ ̆ Ώ῀ȁ ̆

ῃ Ȃ Ữ̆ ץ ᶛ Ữ Ҍ ̆ ᶛῤ

№ҹ № ↓ Ữ̆ ⁞ ̆ 8:1̕

№ ȁ ȁ ȁ ṿȁ Ҍ ῃ ̕ ‰

SQL ץ lucene Ȃ ѿ ̆ᴋ ץ̆

ⱬ̕ ̆ ץ ̕

Ώ῀ Ḡ Ȃ ῃ № ̆ Ҭ

ꜚ ῃ Ḥ ̆ ҍ ṿ ꜚ ῃ̆

̆ 10ַ Ҭ Ҍ 3 Ȃ 

4.1.6 Ữ 

ȁ ȁ Ữ Ữ

Ҭ̆ ѿ Ữ ȁҺ ȁҙⱵ ץ̆

ᶫ Ⱶ Ȃ 

Ữ ᶫ Ữ̆ ᴆ №
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Ữ̆ ȁ ṿ ȁ Ữ̆ Ҭ

Ữȁ ҍ ̆ ȁ ȁ № ̆ ҙⱵ

Ữ Ȃ Ữ ԍ № Ữ ̆ҹ

⌠ ᶫ Ữ Ώ῀ȁ ̆

Όᵩ ᴍḠ Ữ Ȃ 

4.1.6.1 № Ữ  

ԍ HDFS └ № ᴆ Ữ HDFS

ᴆ҉ № ᴆ Ȃ └ HDFS ᶫ ̆

Ȃ ֜ԑ ̆ ғ ῃ ̕ΐ

ү ῀ ₮ ̆ CSVȁTSVȁTSKVȁ JSONȁProtobuf ȁAvroȁ

ParquetȁORCȁArrowȁMsgPack̕ ҍ Ώ῀̆

 MySQLȁPGȁSQLiteȁJDBCȁODBCȁRocksDBȁMongoDBȁHDFSȁS3ȁKafka Ȃ 

└ HDFS EB Ữ ⱬ̆ ᶫ ⱬ̆

№ Ữ̆ ᶫ ̆ ̆

ᴆ ȁ ᴆ ȁԋ └ ᴆ Ữ̆ ᴆTB Ȃ 

Ⱶ ѿ └ HDFS№ ᴆ ̆ ᾝ ȁ

− ᵬ̆ № Ữ̆ SSD

Ữ׃ Ữ̆ ѿ HDD Ữ׃ Ữ̆ ‛

̆ EC Ữ ̆ Ḡ ╠ Ҋ̆ Όᵩ

׆ 3 ҹ 1.3Ȃ └ HDFS ץ ℗№ ᴆ̆ ◐ Ữ̆

№ ̂ ȁ Ȃ̃ 

№ ᴆ Ữ ᴆ ⇔ ȁ− ȁ ȁ ⱴ ᵬ̆

Ữ̆ lzŏgzip ̆ ̆ ԍ ד ̆

Parquet̆ORCFile ↓ Ữ ̆ Ữ 3◐ ̆ ץ

̆◐ Ҍ ѿ↓ Ữ̆ CRC Ȃ 
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HDFS ῍ᵬҹῈץ Ữ ̆ ̆ ԍ

Ữ ̆ ԍ RBAC └Ȃ ̆ ץ ᴑҙ

ᶫ ᴆ Ữ Ⱶ̆ ᴆ ₃ KB⌠ GBӊ ̆ Ҍ Ữ׃

̆ ץ Ữ⌠Ҍ Ữ׃ ̆ Ữ⌠ SSD Ữ

׃ ȁ‛ Ữ⌠SATA Ữ׃ Ȃ 

HDFS └̆ᶏῒΐ ̆ ץ ҌẢ Ⱶ ’Ҋ

̆ ⱴ Ⱶ ⌠HDFS Ҭ ᵣ Ữ IO ⱬ̆

ғ ҬHDFS ᶫ Ⱶȁ ΏҌ ȂHDFS ҉

ץ ⌠҉҆ ̆ ᶫ EB ҉ץ Ữ ⱬ̆ ╠

5000 Ȃ 

Һ NameNode ̆ Active/Standby Һ ̆

NameNodeᾝ ᴍ̆ Һ ̆ ᴪ ꜚ℗ ҹ

Һ HDFS ̆ғ℗ Ҭ ⱵҌᴪҬ Ȃ 

Һ NameNode Federation ᾝ ̆ ҩ

NameNode ̆ ⌠ ҩHDFS ̆ ╠

5000 ̆ ץ 10000 ̆҉ץ Ữ

100PB+̆ ᴆ ץ ̆҉ץ10ַ Ҭ ҩ 50MB/s̆ ץ

̆ῖ ץ ⌠ 20%̂ ץ Ȃ̃ 

└ HDFS ҉̆ᴨ Ữ ̆

̆ Ȃ҉ץ30% ̆ Ώ῀ ̆

ᴨ Ώ῀ ̆ Namenodeᴨ ̆ QPS 50%̆

ᴰ ⱴ ̆Ḡ ᴰ ῃȂ ⱴ Ữ̆Ҍ

ᴆ ⱴ Ҍѿ Ȃ 

4.1.6.2  

ԍ ̆ᶏ └ YARN BigPlorer ֜

ԑ ̆ ץ BigPlorer ҉ Ḃ Ȃ 
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YARN Apache Hadoop ѿ ̆ MapReduceȁ

SparkȁStorm ῤ̆ԋ ȁꜚ

ȁ └̆ ֓ ѿ ̆ CPUȁῤ ̆

⌠ CPU 1GBῤ ȂYARNΐ ̆ ᶫԅ

׆̆└ Ⱶ ≠ Ȃ 

ҹԅ ̆ YARNẠԅ Ҋ ̔ 

ⱴ ̆ ԍ RBAC ̆ ԍ ↓ȁ ↓ №

̕ 

ḱ ̆ ̆ΐ ҉҆ CPU ⱬ̕ 

№ ̆ᵬҙ ꜚ № ̆ᵬҙ

̕ 

≠ cgroup ẠᴋⱵ └ҍ ̆ ҩ CPUȁ

ῤ ῒז ̆Ḡ Ȃ 

YARNҹԅ ̆ ҍ№ Ữ ҹ ѿ ץ̆ ᾧ

Ҭ Ȃ ̆ YARNẠԅ └ ̆ Ⱶ ҙⱵ ѿ

̆YARN ӞҌ Ȃ 

YARNᵬҹῈ῍ ̆ ⅞№ ̆ ֜ᴋⱵ

ᵞ Ҍᵞԍ№ ᵞ ̆ ᵩ ’Ҋ̆

⌠№ Ȃ 

YARN Һ ׆ ̆ YARN Ạԅᴨ ̆

ץ ⌠ 5000+Ȃ 

BigPlorer ᵬҙ ̆ SQLȁhadoopᵬҙȁSparkᵬҙ

֜ ̆ ᴋⱵ̆ ᵬ ᵬҙ ̆ ӈ ᵬ ̆

ȁ Ȃ 

4.1.6.3 Yπ± Ữ 

ҹԅ Ữ ̆ᶛ PB
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ץ ַ ≢ Ữ̆֞ ȁ

Ữ ̆ ᴆ Ữ̂ ᴆ 1KB- 10MB̃̆ᶏ

HBase№ Ữ Ȃ 

└ HBase Ữ ̆ ԍ Apache HBase BigTable № NoSQL

̆ Ữ PB ȁ ַ҆ ̆ Ώ ̆

BigTable ↓ ̂Column Familỹ Ữ ̆ ץ ȁ

Ữ ̆ ꜚ ⱴ ̆ schemaḤ ̆

HBase ԍ HDFS ᶫ ѿ ѿ Ḡ Ḡ ̆

HA └̆ ₮ ̆ ץ ꜚ ̆ ֲ ҍȂ 

HBase ̆ Ώ ̆ Ữ ̆Ạԅ ᴨ ̆

Һ Ҋ̔ 

῀Ғ metaServer̆ Ⱶ meta regionȂMeta region ҍ user region

῍ RS̆ ֟ Ԉ̆user region ҉ ᵬ metaregion ̆

ץ ⌠ 5000+̆ ַ҆ Ữ̆ ַ

Ữ̆ ᴆ ℗ Ữȁ № ҉ᴰȁҊ Ȃ 

ꜚᴨ ̆ ῀ region ȁḠ ҩ └̆ ꜚ

̆ Ώ῀ ץ ⌠ 4 ҆ / ̆ Ҋ ץ ⌠ 200҆ /

Ȃ 

Scan ᴨ ̆ └ scan ԅ scan ̆

key value ᵬ ms ̆ Ҍᵞԍ 500ҩ Ȃ 

ᴨ compaction ⱴ ≠ ̆ ᾧ ҍ compaction

̆ ᴨ ̆ ⱴ └ ̆ SQL

̆ group byȁselect ȁcount ⇔ SQL ̆

Ữ̆ Ữ̆ gzipȁlzo ⇔ Ȃ 

῀ ᴍ └̆ Ҍ ’Ҋ ᴍ̆

ᴍ ⌠ ≢̆ ԍ ≢ RBAC └Ȃ 

ⱴԋ ⱳ ̆ key ԋ ⱴץ ̆
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̆ HBase ᴆ ̆ᶏ Hbase

ⱴ Ȃ 

4.1.6.4 Ữ 

└№ Big Graph̆ Ữȁ ỮȂ

̆ Ữ (HBase № Ữ)

(ElasticSearch, Lucene)Ȃ ‰ GremlinȂ Apache 

TinkerPop ̆ ̆ ȁ

̆ ғ ̆ ȁ ᴨ ̆ ᴨ

ȁ ̆ ̆ ᶫ ῏ ̆

Schema Ȃ ̕҉ץ10ַ ῀ ̆

( ṿ ̆ ̆ῃ )̕ῤ ‰ ̕ ῃ

ᴍ ̕ ᶫ ץ̆ ‰ ̕ 

 

  Ữ  

Big Graph ̆ᴋᵥѿҩ ̆ ҙⱵ ῃҌ ̆
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ץ ⌠ 300 ̆҉ץ ѿ ȁ ѿ ѿ ̆

Ҍᵞԍ 500ҩ Ȃ 

4.1.7  

4.1.7.1  

ԍ LDAP ̆ ῃ ȁ ȁ

̆ − ̆ ̆ ץ Ҍ ⱴ῀ ѿ

̆ Ḃ № Ȃ ῤ ץ ⇔ ῤ Ȃ

ᵬҹῈ῍ ᾛ ̆ Ҍ ԍ 1500̆

Ҍᵞԍ 300Ȃ 

4.1.7.2  

ԍ └̂Role- Based Access 

Control ̃̆ № ̆ ̂ ᴆȁ ȁ

̃ ̆ ץ ⅞№₮ ̆ᶏҌ ӊ

ῃ№ Ȃ ץ Ҍ ҙⱵ └ └ Ȃ ԍ

ȁ ץ └̆ ԍ ץ ᴆ

≢ └̆ ԍ ᴆ ᴆ̆ ᴆ ҬḠ ԅ ᴆ

Ḥ MetaḤ ̆ └ ԍ ╠ ᴆ Ȃ

└ ̆ ̆K- V ̆ ᴆ Ữ ̆ ץ Ώ

№ ̆ Ҍᵞԍ 500̆ ῏

ᵬ ȁ ̆ ⱴ ỮȂ 

֜ԑ ᴆ web ̆ HDFSȁESȁHbaseȁS3

└̆ ԍRBAC Ȃ 

4.1.7.3  

BigManager ѿҩ ᵈ ̆ Web
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ᶫ Ḃ ȁ ȁ ȁ ᴆ

Ữȁ ⱳ ȂBigManager ԅ ᴨ

ᴆῤ ̆ ҙⱵ ̆ Ὶ

ᴆ̆ ҹᴑҙ ᶫ ⱬ̆ ғ

BigManager ȁ ⱳ ̆ ץ ᴑҙ ֲ

̆ ȁ ̆Ḡ ȁ

Ȃ 

 

  BigManager  

BigManger ҩ ᴆ ̆ ꜚץ ḱ ᴆ ̆

ΐᵣ ȁ ῤ ̆ꜚ ̆ΐᵣ Ҋ̔ 

BigManger ̆ ⱴȁ− ȁẫ ̆ CPUȁ

ῤ ȁ ȁ ȁ Ⱶȁ ȁ Ȃ

Ҭ ̆ ȁ ’ Ȃ 

4.1.8  

ῤ ̆ ⱬ̆ ῀ ᴆ ӈ

ῤ ̆ ῏ ̕ ̆
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ԍῃ ⱬ̆ ῤ ῤ ̆

ҍ Ҭ Ȃ 

4.1.9  

Ḥ ῃ№ ҍ ֟ ȁ ȁԊᴆ

῀ Ҭ ȁ№ ̆ Ҋ ̔ 

 

 

Ḥ ῃ№ ҍ ῃ ҍ ̆

KAFKĂ API ᴰ ̆ Ҋ ̔ 
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  32 

 

4.2 ῀ 

4.2.1  

4.2.1.1 ῀  

῀ ȁ ҈ ҈

Ȃ ᶫ 500 ↕Ȃ 

 

 ↕ 

ȁ ҍ Ḥ ῃ№ ҍ ᴰ ΐ

ⱴ Ḡ ̆ ⱴ ̆ Ȃ 
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 ⱴ ҍ  

Ҍ № ̆ ῀ȁ ₮̆ ̆

ȁES№ ȁkafka Ȃ 

4.2.1.2  

4.2.1.2.1  

↕ Ҋ Ȃ ᶫSyslogȁSNMP Trapȁ

NetflowȁJDBCȁWMIȁFTPȁSFTPȁKafka Ȃ ȁҺ

ῃ ȁ ץ ҙⱵḤ Ȃ Syslog

UDPȁTCPҍ TLS Ȃ 
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4.2.1.2.2  

ҍ ̆ ȁ ȁ ῃ

ȁ Ḥ Ḥ Ȃ 

̂ѿ̃  

Syslog ף ⱳ Ȃ 

Ԋᴆ Һ Һ ȁ ȁ ῃ ȁ Ȃΐᵣ ̔

֜ ȁ ȁ ȁWindows Ⱶ ȁAIX Ⱶ ȁLinux Ⱶ ȁHP- UX

Ⱶ ȁSolaris Ⱶ ȁSQL ServerȁOracleȁDB2ȁSybaseȁMySQL

ȁwebshpere/ weblogic Ҭ ᴆȁMail/Web/FTP/DNS/DHCP/WINSLDAP

Ⱶ ̆ ԍ Ҍ ̆ Ώ ᴆ ⱴ
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Ȃ 

̂ԋ̃  

ץ IP ⌠ ̆ ѿ

Ȃ 

̂҈̃Ԋᴆ ѿ  

⌠ Flow ѿ ̆ ҹ ‰ Ḃץ̆

№ Ȃ 

̂ ̃  

ѿ Ȃ 

4.2.1.2.3 ῤ  

ᵬ  

ȁ ȁ ȁ Ⱶ ȁ

ȁ ȁ ȁ ᶏ ȁ ȁ

ȁ ᴆ ᵬ ȁ ᵬ Ȃ 

ῃ  

ȁ ῃ ↕ ȁIDS ȁ ȁ

 ȁNAT ȁIDS ȁVPN ȁ ȁῤ ȁ

ȁ ȁHA ȁ ȁ ȁ ₯ ȁ

ȁ ȁ ȁ Ảȁ

Ȃ 

 

ᵬ ȁ ȁ ȁ Ȃ 

 

Ȃ 

Ⱶ  

ȁ ȁ Ȃ 
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ȁ ᵬ ȁ Ȃ 

Ҭ ᴆ  

ȁ ȁ Ȃ 

 

ȁ ȁ ȁ Ȃ 

4.2.1.3 ֟  

Ḥ ῃ№ ҍ ֟ ᵖҌ ԍ

ȁ ῃ֟ ȁ Ⱶ ȁ ᵬҺ ȁ ȁҬ ᴆȁ Ữȁ Ȃ

Һ ң ֲ̔ ῀ȁ ῀ Ȃ 

4.2.1.3.1  

̂ѿֲ̃ ῀ 

ֲ ῀ ῀ ֟ ̆ Ώ ῀̆

׆ ֟№ ҩ Ώ ֟ Ḥ ̆ ҩ№ ᶫ ֟ ῀

ⱳ ̆ ֟ Ҭ ῃ Ȃ 

̂ԋ̃ ῀ 

Ḥ ῃ№ ҍ ῃ ᵬ

֟ ̆ ῒז ҈ ֟ Ȃ 

4.2.1.3.2 ῤ  

̂ѿ̃ ᴆ ֟Ḥ  

Ⱶ ȁ ȁ ȁ֜ ȁ Ữ ȁ ȁ

ῒ Һ ῃ ῏ ֟ ̆ ̔ 

 ̧ ȁ ȁ ȁ ȁ ֟CPU ᵬ ’̕ 

 ̧ ȁIP ȁᵝ ’ Ḥ ̕ 
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 ̧ ֟ ῒḠ ȁ ȁ ṿḤ Ȃ 

̂ԋ̃ ᴆ ֟Ḥ  

ᵬ ȁ ȁ ᴆ Һ ҙⱵ ֟ ̆

̔ 

 ̧ ᴆ ȁ ȁ ȁ ȁ ֟ ᴆ ’̕ 

 ̧ ’ ᴆ ’ Ḥ ̕ 

 ̧ ֟ ῏ Ḥ ̕ 

 ̧ ֟ ῒḠ ȁ ȁ ṿḤ Ȃ 

4.2.1.4  

ҍ ȁ IPȁ ȁ IPȁ ȁ

Ȃ ῏ Ἕ № ̆

Ḥ ȂῒҬ Һ ȁIP ȁ ȁ Ḥ

̕ ҍ ȁ ̆№

Ḥ Ȃ 

ῃ№ ᵬ ̆ Ҭ № ̆ ῏

῏ № ̆ ץ Ҭ ̆∞ Ҭ

̆ᵬҹ Ԋᴆ№ Ȃ 

4.2.1.4.1  

Һ Ἕ ᴆ ̆

₮ ̆ ȁᴰ Ḥ ̆

Ḥ ̆ ֓Ḥ ⱴ ᴰ ⌠№ Ȃ ҍ Ҭ

Һ ֟ № ̆ ץ IPv4/IPv6 Ҋ̆  HTTP 

̂ ȁ̃SMTP/POP3̂ ᴆ̃ Һ № Ȃ ̆ ҍ

ԅ῀᷅ ₯ WEB ₯ ̆ Ҭ ҹ

ҹ ₯ ҹ̆Ӟ Һ Web ₯̆ ̔ ῀ȁ
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ȁwebshellȁ פ ȁ ᴆ Ȃ ҍ ⌠ ₯

ᴪ֟ ̆ ⱴ ᴰ № ᶫ ѿ Ȃ ̆ץ

ҍ ΐ Ҋץ ⱬ̔ 

ΐ ⱬ̆ ₮ ȁ

ȁ ᴆ ᵬ ⱬ̕ 

ҹ ⱴ ̆ ҹ 100%̕  

̆ᶭ ↕̂ ԓᾝ ȁ ȁ ̃ ⌠

ⱳ ̆ Ḡ ѿ ̕ 

IPv4 IPv6 Ȃ 

ȁ № ҈ ᴆȂ

Ҋ Ȃ № ᴆ ȁ ҹ Ữ҈ҩⱳ

ᴆȂ 

 

   

Ἕ ̕ 

Ҭ ₯ ҹ ≢ȁ

̕ 

№ Ҭᴰ ᴆȁ ҹ̂ SSH

ȁ ȁ ᵬ ץ̃ Ḡ ⌠ Ḥ ᶫץ

№ ֲ № Ȃ 

ᴆ ҹ Ữ №

῀᷅
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4.2.1.4.2  

ҍ ₮ ̆ ῃ ȁ

ҹ 3 ҩҺ ⱳ ȂῒҬ̆ ῃ ȁ

№ ῃ ↕ ̆ ₮ ῃ Ԋᴆ ̕

₮̆ҹ ԍ ҹ№ ᶫ

̆ҹ Ԋᴆ ᶫ ⱬȂ 

ҍ ῀ Ἕ №ᾣ ̆ ₮ ῃ Ԋ

ᴆ ȁ ҹ Ȃ  

ҍ ץ ֜ Ἕ №ᾣ

̆ῒҬ֜ Ἕ ҍ ֜ Ἕ ̆

֜ Ἕ └ ̆ Ҍ

֟ Ȃ 

4.2.1.4.3 ῤ  

≢ 

≢ ≢ ῤ № ̆ ҍ

150 ≢,Ҍ ԍᴰ ≢ ̆ ≢

, ≢Ȃ └ №

‰∞ ꜚ ̆ FTP/H323 ꜚ ≢Ȃ ғ

/skype ⱴ ̆ ץ № Ȃ 

≢↓ Ҋ: http ȁpop3ȁimapȁsmtpȁftp ȁsshȁqqȁnfs ȁ

telnet ȁmysqlȁali - wangwangȁbittorrent ȁcorbaȁcvsȁdb2ȁdccpȁdhcpȁ

dnp3ȁdnsȁfinger ȁfreegate ȁh225ȁh245ȁh248ȁiccp ȁicmpȁicq ȁigmpȁ

ike ȁipv6 ȁipv6 - icmpȁjabber ȁkerberosȁldapȁmaxdbȁmmsȁmodbusȁ

mongodbȁmsnȁmsrpcȁmssql- dbȁnetbios - dgȁnetbio s- nsȁnetbios - ssȁ

nntpȁntpȁopen- vpnȁoracle ȁpgmȁpostgresȁpptpȁradius ȁrediffbol ȁ
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rmcpȁrpcȁrtmpȁrtsp ȁsccpȁsctpȁshare- p2pȁsip ȁskype- probeȁsnmpȁ

snppȁsocksȁssl ȁsybaseȁteamviewerȁteredoȁtftp ȁtimeȁunistim ȁ

viber ȁvmwareȁvncȁwinsȁxbox- live Ȃ 

≢ 

ҍ Ҋץ ,≢ : ԑ

ῃῈ - safeguard- updateȁadobe- meeting- remote- control ȁali - wangwang-

audio- video ȁali - wangwang- file - transfer ȁali - wangwang- remote- control ȁ

amazon- workspaceȁ apache- zookeeper ȁ apple- airplay ȁ apple- remote-

desktop ȁ baidu- hi - file - transfer ȁ baofengȁ cisco - rtmt ȁ cisc ovpnȁ

cisco - wlc- rrmȁdb2ȁdell - updateȁemuleȁfacebook- chatȁfacebook- voiceȁ

fetion ȁflashget ȁfreegate ȁgatherplace ȁgoogle- baseȁhbaseȁhdfsȁ

hp- jetdirect ȁhsrpȁhttp - evaderȁhulft ȁi2pȁjuniper - nsmȁkaspersky-

netagentȁkerberosȁkerio - vpnȁkeyholetv ȁkugooȁl2tp ȁlaiwang- baseȁ

la nschoolȁlantern ȁldapȁminecraft ȁmongodbȁmsnȁmssql- dbȁopen- vpnȁ

oracle ȁoracle - alp ȁoracle - bi ȁoracle - essbaseȁosisoft - pi ȁossecȁ

outlook - web- online ȁpplive ȁppstreamȁqqȁqq- audio- videoȁqq- downloadȁ

qq- file - transfer ȁ qqlive ȁ qqmusicȁ qq- rdp ȁ rpc ȁ sccpȁ scotty ȁ

screenconnectȁsecure- access- syncȁsecurity - kiss ȁsflow ȁshare- p2pȁ

sina - ucȁ sina - uc- audio- video ȁ skypeȁ skype- probeȁ smart- bridgit ȁ

splunkȁsubversion ȁsugarsyncȁsybaseȁsyslog ȁteamviewer- sharing ȁ

telegram ȁtelnet ȁtftp ȁveeamȁveetle ȁvia3 ȁviber ȁviber - voice ȁ

vidyo ȁ vipnet - vpnȁ vmware- vmotionȁ vncȁ vpnmasterȁ vseeȁ vtun ȁ

vyprvpnȁvzochatȁwar2gloryȁwccpȁweb- browsingȁwebexȁwebex- chatȁ

webex- whiteboard ȁ webotȁ websenseȁ wechatȁ wechat- audio- video ȁ

weiyun- file - transfer ȁwhatsapp- voice ȁxm- radio ȁxunlei ȁyahoo- file -

transfer ȁyahoo- voiceȁyoics ȁyour- freedomȁyy Ȃ 
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ҍ ץ ᴪ ̆ ץ

TCPȁUDPȁHTTPȁWEBMAILȁDNSȁSMTPȁPOP3ȁIMAPȁSMBȁTELNETȁ

RDPȁFTP ̆ ῏ ‰ Ȃ ֓

Ҋץ ᵬ ᶫ ᵬ ̔ 

№ ̆ᶭ IOC ҹ ῏ ῏

APT ₯Ȃ 

₯Ԋᴆ ̆ ץ Ҋ ₯ ̆

₯ Ȃ 

῏ ץ ԍ № ̆ ԍ APT

₯ ₯ ̆ ≠ץ Ữ ѿ ῤ

₯ԊᴆȂ 

ᴆ  

ҍ ץ HTTPȁSMTPȁPOP3ȁWEBMAILȁSMBȁFTPȁ

TFTP Ҭ ᴆ ̆ ᴆ Ḡ ᴆ ȁ ᴆ MD5ȁ

ᴆ Ḥ ̆ ץ ⌠№ Ȃ ῏ Ҋץ ᵬ

ᶫ ̔ 

Ҭ MD5Ḥ ҹҬ ᴆ ҹ̕ 

₯ ̆ ̆ ᴆᴰ

ҹ̕ 

ԍ ᴆ ῏ ҹȂ 

Ḡ  

Ạῃ Ḡ ̆ Ḡ ԍԓᾝ Ạ Ȃ 

Ҋ̔ 

TCP  

   ṿ  

status  
TCP

  

FIN ̂ ̃ 

RST̂ ̃ 
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   ṿ  

TMO ̂ ̃ 

stime 
TCP

 

TCP ̆ ⌠

ѿҩ SYN  
 

stime 
TCP 

 

TCP ̆ ⌠

ѿҩ  
 

sip  ip  TCP IP  

sport   
TCP 

 
 

dip  ip  TCP Ⱶ IP  

dport   
TCP Ⱶ

 
 

proto   IP Ҭ ṿ  

uplink_length  ҉  

׆ TCP ⌠

׆̆ Ⱶ

 

 

downlink_length  Ҋ  

׆ TCP ⌠

׆̆ Ⱶ

 

 

client_os  
Ḥ

 

₮

№ ̆ ⌠

ᵬ Ḥ

 

 

server_os 
Ⱶ Ḥ

 

Ⱶ ₮

№ ̆ ⌠

Ⱶ ᵬ

Ḥ  

 

src_mac mac TCP  



  

 

 

  43 

 

   ṿ  

Ⱶ ̆ MAC

 

dst_mac mac 

TCP 

Ⱶ ̆ MAC

 

 

up_payload ҉ ╠100  

׆ TCP ׆̆

Ⱶ

╠ 100ҩ  

 

down_payload Ҋ ╠100  

׆ TCP ׆̆

Ⱶ

╠ 100ҩ  

 

summary 

TCP Ḥ

̆

ᴰ Ȃ 

TCP Ҭѿ֓

̆ ԍ ᴰ

№ ̆῍ 4 ҩ

ļץ̆ Ľ̕№◓ 

 

WEB  

   ṿ  

access_time  

⌠

̆ ҉

 

 

sip  ip  
Web

IP 
 

sport     

dip  ip  Ⱶ IP  

dport   Ⱶ   

method HTTP  HTTP method  

Һ  get ȁpostȁ

headȁput ̆ ῤ

ӈ HTTP

῏ԍ method
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   ṿ  

uri   HTTP URI   

uri_md5 MD5ṿ uri md5ṿ  

host  HTTP host  2 

host_md5 MD5 host md5ṿ  

origin   HTTP origin   

cookie Cookie HTTP cookie   

agent Ḥ  
HTTP user- Agent

 
 

referer   HTTP referer   

xff  
IP ף

 
HTTP xff   

data ᴰ  

POST ̆

POST № ̆

1000  

 

status  http  http   

 

   ṿ  

access_time  

⌠

̆ ҉

 

 

sip  ip  DNS   

sport   DNS   

dip  ip  DNS   

dport   
DNS

 
 

dns_type DNS  
 

0 ף DNS  

ף1 DNS  

host Host Ḥ   

host_md5 Host host md5   
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   ṿ  

MD5ṿ 

addr  
DNS A ̆

host IP Ḥ  
 

mx ᴆ֜  DNS MX ̆  

cname  

DNS CNAME ̆

host ῒז≢

 

 

reply_code DNS  
DNS Ҭ Flags

Ҭ Reply code Ḥ  
 

count 

DNS

Ḥ ̆ 4 ҩ

ṿ̆ ľ Ŀ̕  

4 

 

ꜚᵬ 

   ῖ  

access_

time 
 

⌠

҉

 

 

sip  ip  ҹ Ҭ IP  

sport   
ҹ Ҭ

 
 

dip  ip  ҹ Ҭ IP  

dport   
ҹ Ҭ

 
 

proto   
ҹ ԍ

 

ftp, smb, oracle, 

mysql,mssql, 

postgresql, ssh, pop3, 

smtp 

passwd  ᶏ   

info   ᵬ ̔ ⱳ oracle, mysql, mssql, 
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   ῖ  

̆FTP ᴪ ΐ

ᵣḤ  

postgresql, ssh, pop3, 

smtp, smb̔ ⱳ

̕ftp

Ḥ Ȃ 

user  ᶏ   

db_type  

̆

ᴪ ṿ̆

ΐᵣ  

mssql̆oracle ̆mysql̆

postgresql  

LDAP ҹ 

  ῖ  

proto  ̆ ῃ ҹ LDAP  

access_time  
⌠

҉  

sip  ip   

sport    

dip  ip   

dport    

user   

version  LDAP   

op ldap ᵬ ≢  

info  op ΐᵣ ᵬ  
 

SSLⱴ  

   

access_time  
⌠

҉  

sip  ip  IP 

sport    

dip  ip  Ⱶ IP 
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dport   Ⱶ  

version   SSL  

session_id  ᴪ id  
ᴪ session_id, server 

hello Ҭ session_id  

server_name Ⱶ  
SSL client_hello Ҭ

 

issuer _name ӥҬ  ӥҬ  

notbef ore ӥ  ӥ  

notafter  ӥ  ӥ  

public_key  ӥ Ὲ  ӥ Ὲ  

user_name Sever ӥ  

҉ ӥ ᶏ ̆

SSL Sever ӥ

 

ᴆ ҹ 

   ῖ  

proto   ᴆᶏ  
pop3, smtp, 

imap, webmail 

mid I ᴆ d ̂ ̃̃  Ҭ message- id Ḥ   

access_time  
⌠

҉  
 

sip  ip  IP IP   

sport   TCP   

dip  ip  IP IP   

dport   TCP   

time ᴆ /  
ᴆ Ҭ ᴆ /

 
 

from ᴆ ֲ ԍ ᴆ   

to  ᴆ ֲ ԍ ᴆ   

cc ᴆ ֲ ԍ ᴆ   

subject  Һ  ԍ ᴆ   
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   ῖ  

references  
╠ ᴆ

ᴆ ID 
ԍ ᴆ   

attach_name ᴆ  ԍ ᴆ   

attach_md5 ᴆ md5 ԍ ᴆ   

mime_type 
ᴆ mime_typê ῖ

̃ 
ԍ ᴆ   

plain  ᴆ  ԍ ᴆ   

ҹ 

   ṿ  

access_time  

⌠

҉

 

 

sip  ip  IP IP   

sport   TCP   

dip  ip  IP IP   

dport   TCP   

proto   
Ҭ ⌠

ҹ ұ 

tds:mssql ᶏ  

tns:oracle ᶏ  

mysql:mysql ᶏ  

postgresql ̔

postgresql ᶏ  

version     

user    

db_name    

db_type  
mssql̆ oracle ̆mysql̆

postgresql ҩṿ 
 

ret_code 
ᵬ

Ḥ  

sql ̆

Success ΐᵣ Ḥ

 

 

sql_info  ᵬḤ  sql   
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FTP └  

   

proto   ῃ ftp_control  

access_time  
⌠

҉  

sip  ip  IP 

sport    

dip  ip  Ⱶ IP 

dport   Ⱶ  

user  FTP  

seq 
ᵬ / ₃ ᵬ

 פ

FTP └ פ ֟ ѿҩ ᵬ ᴪ֟

ѿ Ȃ ᴪ ҩ

ᵬ̆ ҩ ᵬ ̆

׆ 0  

op ᵬ ΐᵣ פ ᵬḤ ̆  

ret  ᵬ  OP ̆  

UDP  

   ṿ  

stime 
UDP

 

UDP ̆ ⌠

ѿҩ  
 

stime 
UDP

 

UDP ̆ ⌠

ѿҩ  
 

sip  ip  UDP IP  

sport   UDP   

dip  ip  UDP IP  

dport   UDP   

proto     

uplink_leng

th  
҉  

UDP ҉ ̆

ҹ҉  
 

downlink_le

ngth 
Ҋ  UDP Ҋ   
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   ṿ  

uplink_pkts  ҉  UDP ҉   

downlink_pk

ts  
Ҋ  UDP Ҋ   

src_mac mac UDP MAC   

dst_mac mac UDP MAC   

up_payload 
҉ ╠ 100

 

׆ UDP ̆҉ ╠

100ҩ Έ └  
 

down_payloa

d 

Ҋ ╠ 100

 

׆ UDP ̆Ҋ ╠

100ҩ Έ └  
 

 

4.2.2  

̆ ѿȁ ȁ Ȃ ᶫ

Ḥ ⱳ ̆ ץ ῏ ↕ȁ ↕ȁ ↕ȁ

̆ ⌠ ѿ ȁ ȁү ȁ№ Ḥ Ȃ

ȁẢ ᵬ̆ └ ȁ Ȃ ᴆ

῀ ῀ ̆ ᴆ csvȁlogȁtxt ̆ ҩ ᴆҌ

ԍ 128MȂ ԍ ҩ ̆ 100 ̆ ԍ

ᶏ Ҍ Ȃ ӈ ⱳ ̆ ᶫԅ ѿ

῀ ̆ ̆ ᶫ ↕ Ȃ

ӈṿ ⱳ ̆ṿ ץ ῤ ȁ ֟ Ḥ ̆

ⱴ῀ ҙⱵḤ ̆ṿ ᶫ ↕ үץ̆ Ḥ Ȃ 

4.2.2.1  

׆ Ҭ ₮ Ȃ

̆№ҹῃ ȁ Ȃ Ҍ ̆ ᵬ №

ҹ Ȃ ῀



  

 

 

  51 

 

ӈ ̆ Ữ ῃ

ҬȂ 

̆ ׆ ῃ Ҭ ӈ ↕ ̆

ҳ ỮҬ̆ҹ ῃ Ạ‰ Ȃ

ᵖҌ ԍ̔XML ȁCSV ȁTXT ȁWord

ȁPDF ȁPacp Ȃ 

̂1̃  

̆ ֓ ᵬӞᴪ

Ҍ Ҍ ᶏ Ҍ Ȃ ⱲῈ

ȁ ȁ ȁXMLȁHTMLȁ ȁ Ἕȁ ᴆ ᴆ̆

Ҭ ̆ ᴍȁ ҹȁ ȁ῏ ȁᵝ Ḥ ̆

Ḡ ῏ ỮҬ̆≠ԍ Ữ ᶏ Ȃ

Ḡ ↓ ỮҬȂ 

׆ ‰̆ ׆ Ҭ Ҍ

↕̆ⱴ ԍ ӈ № ȁ Ἕ ȁ

≢ ȁ ̆

Ȃ 

̂2̃  

ԍ ̆ ᵬ Ȃ

׆̆‰ Ҭ ↕̆ Ҭ ̆

ԍ ӈ ₱ ̆ ꜚ ṿ ṿӊ

ӈ῏ ̆ ῏ Ḥ Ȃ Ḥ ԍ ȁ

ҙⱵ№ ȁҙⱵ῏ ȁҙⱵ  

4.2.2.2  

ԍ ҹ ̆ Ҍ ȁҌѿ ȁ

ȁ ȁ ̆ ῀ ᴪ ᵞ ̆ ᴪ
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ԍ ֓ № ̆ № Ẓ ̆

ץ ҹ Ȃ Ҭ̆ ᶏ

ӈ ↕ ӈ ≢ ҹ ȁ

Ȃ 

̆ ≢ ᵬ̆

↕̆ ׆ Ҭ ֓ ṿ̆ ԍҌ ҬȂ 

Ҍ ̆ ᵬ №ҹ

Ȃ 

ԍ ̆ ̆╠ ҙⱵ ̆

ᶫ ԍ ⱳ Ȃ 

1̃  

Һ ҹ ȁXMLȁ Ȃ ԍ ̆Һ

ѿ ȁMD5ṿ ȁֲ Ȃ 

̆Һ ԍ ̆ № ȁ ȁ

ῖ ȁ῏ ≢ ̆ ̆≠

ӟ ᴆ Ȃ 

ץ ץ ̆ Ȃ ᵌ Ἕ

ץ ֓ Ἕῤ ̆ҍ Ҭ ∞ ̆

׆ ∞≢₮ Ἕ ҹ Ἕ ᵌȂ ⌠ Ἕ ̆

ᵌ Ἕ ΐ ֦ Ҍ ̆ ᴏ ȁ

Ӟ ѿ Ȃ Ἕҍ

Ἕ ᵌ ̆∞ ₮ Ἕ ҹ ᵌ ἝȂ

└ȁ ᵬ Ἕῤ ̆ΐ ‰ Ȃ

ᶫ Ἕ ≢̆ ԍ ֟ ̆ ᵣ Ἕ Ȃ

Ἕ ȁ ȁ ȁ ץ ᾥ ̆ ᴇṿ Ἕ

Ȃ 

2̃  
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Ҍ ̆ ȁҌ ’

̆ ԍ ↕ ȁ ∞ ↕

̆ Ҭ ׆ ‰̆ ҙⱵ

↕ Όᵩ ̆ Ҍ ↕ ∞ ̆

Όᵩ Ȃ ӈ ↕̆ᶏ SQL ̆ ᴆ

ԋ ⱴ Ȃ ץ №ҹΌᵩḤ ȁ Ḥ ȁ

ῤ Ȃ ̆ ᶏ ᴇṿȂ

ΐᵣ ҉ №ҹῃ ȁ ̆ ץ №ҹ

ȁ Ȃ ץ №ҹ ȁ ȁ ȁ Ȃ 

4.2.2.3  

ҩ ѿҩ ̆ Һ

ץ ῏ Ḥ ѿ Ҭ̆Ӟ ץ ң Ҭ

ῤ ῏ ң Ȃ ȁ Ȃ 

̔ ԍ ҩ ῤ ׆̆ ӈ ҩ ᵣ

῏ ῤ Ȃ 

̔ ᾟ̆ Ҭ̆ ҩ

ῤ Ҍ ץ ҩ ̆≠ ҩ ӊ ῏ ῏ ̆ ₮ ̆

ѿ ̆Ḃԍ № ᶏ Ȃ 

̔ ԍң ѿ ’Ҋ̆ ң

ҹѿ ῤ Ȃ 

4.2.2.4  

Ҭ̆ ↓Ҭṿ ᴪ ̆

∞ ṿ ̆ ∞ ᴪ

ҹѿ Ȃ Ҍ ӈҌ ȁ ↕Ȃ 
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4.2.2.5  

ӈ ↕ⱳ ̆ ̆ ̆

ᴆȁ ↕ ̂ ꜚ ȁ Ώ ↕ ȁ̃№ ȁKey- Valueȁ

JSON ӈ ↕̆ ԍ Ȃ ῒ ῀ ₮̆

ҹ xml Ȃ 

4.2.2.6  

ӈ ↕ⱳ ̆ ANDȁOR ῏ ȁ ᴆ

ᵬ ̆⁞ Ȃ ῀ ₮̆ ҹ

xml  

4.2.2.7  

‖ Ữ Ҭ̆ ᴋⱵ ȁ ȁ №ȁ

̆Ḡ Ҍ ȁҌ ѿ ̆

Ữ Ҭ ҍ Ȃ ᵬ ץ Ҋ₃ҩץ

Ҭΐᵣ ̔ 

1 └ ↕ȁ ↕ȁ ↕ȁ

↕ ↕̆ ᵖ ѿ Ȃ Ḡ

῀ ῃ ѿ ‰ ̆ ԍ ῃ№ ῃֲ ≢

̕ 

2̃ ᴰ ⱳ ̆Ḡ Ҍᴪҡ Ӱ̕ 

3 ӈ ᴆ ̆ ᴆ№ҹ ᴆȁ └

ᴆȁ ⱴ ᴆ̆ ץ ӈ ⱴ ᴆ̆ ӈ ᴆ ꜚ

Ȃ 

4.2.2.8  

‰ Ḥ ү ̆ ᶫ ҹῃ
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ῃ ᶫץ ῃֲ № Ȃ ‰ ̆ ῏

῏ ⱴ ̆ ̆Ḃԍ ῃ№ ҍ ῃ

ֲ Ḃᶏ ̆ Ḥ ᵖҌ ԍ̔ ȁ ֟Ḥ ȁ ȁ

ᵝ Ḥ ȁ Ȃ ȁ ≢ ῏ ⱳ ̆

ӈ῏ ↕ ῏ Ȃ ᾝ ῏ ̆

ᵣҍ ῏ Ȃ῏ ᵖҌ ԍ̔ ‰῏ ȁ ῖ῏ ȁ

῏ Ȃ 

ӈ ↕ⱳ ̆ ṿ ↕̆ ⌠ү

Ḥ Ȃ ῒ ῀ ₮̆ ҹ Excel(xlsx) ̆Excel(xlsx)

ҩ ᴆ҉ Ҍ ԍ 2W Ȃ 

ҩ ↕ ̆ Ḃ Ȃ ῒ ῀ ₮̆

ҹExcel(xlsx) ̆ ҩ ᴆ҉ Ҍ ԍ 2W Ȃ 

̆ ү Ḥ ̆ ȁ ֟Ḥ ȁ

ȁ ᵝ Ḥ ȁ ֲ Ḥ ȁ Ȃ ῏ ȁ

ȁ ῃ ѿ ̆ ֟Ḥ ̆

ѿ Ḥ ̕ ῏ ȁ ῃ ѿ

̆ ֟Ḥ ̆ ѿ Ḥ Ȃ 

4.2.2.9  

ȁ ѿ ȁ ≢ Ȃ

ץ ⱴ ̆ Ȃ ᶫ ԍ ӊ҉ Ȃ

Һ ѿ ӈȁ ȁ ץ

ⱳ Ȃ 

ӈᴋⱵ ᴋⱵ̆ ӈ ↕ ̆

֟ ȁ ≢ȁԊᴆ ȁIP ̆ΐ ҈ ⱬ̔

ȁ ῃҙⱵ Ȃ ῤ ≢ȁ

Ȃ 



  

 

 

  56 

 

ȂῒҬ ̆

↕ ̆ Ḡ ṿȂ

Ȃ ̆

̆ ↕ ̆ Ḡ ṿȂ ↕

↕ ץ̆ ҍ ῒז

῏ № ↕ Ȃ ᶭ ↕ ̆ ῀

№ ȁ ̆ ₮ ҉ ȁ Ḥ ץ̆

ᵝȂ 

4.2.2.10  

ѿ Ạ⌠ѿ ̆ ῃҙⱵ ̆ Ҍ

῀Ҍ ̆ Ҍ ῃҙⱵ№ Ȃ Ҍ

℗◓̆ ℗◓ Ҍ Ȃ

ץ ℗◓ȁ ̆Ҍᴪ ҡ Ȃ ᶿ  ῃ

Ҭ Ȃ ̆ ⱬ̆ ῏

ᵬȂ  DDL ⇔ ̆

ꜚ ⱳ Ȃ 

̂1̃ ṿ№  

‰└ Ҭ̆ ΐᵣҙⱵ ̆№

̆ Ȃѿ ΐ ѿ ԑ

̆ ҹ ̆ ᴍ ȁ ȁ ȁ

ȂҌ Ҭ ץ ⌠ѿ ̆ ѿᴍ

̆ ҍᴇṿ Ȃ 

̂2̃ ṿ  

Ҭ̆ № ⌠ ṿ ᴪ ̆ ҹѿҩ

̆ ῃ ѿ ̆ ṿ Ҭᴪ ∞ Ȃ ῀̆

ṿ Ӟ ү ̆ ᵬҹҌץ № ҹ῏ № ᶫ Ȃ 
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̂3̃  

ҙⱵ ῀ Ҭ ̆ ᾧԅ

Ȃ Ҋ̔ 

1̃ ̆ ↕‗ ̆ Ҭ ṿ̕ 

2̃ Ҍ ̆↕ ῀ ̕ 

3̃ ̆↕ ṿ ̆ Ҭ̕ 

4̃ Ҭ ̆ ̆Ҍ ᾟ̆ ̆

̆ ↓ ̆ҹ Ạ‰ ̕ 

5̃Ҍ Ҭ ̆ ̆ ῀ ̆ ῀ Ȃ 

҉ץ 5 ̆ ѿ Ȃ ῤ redis Ữ

̆ Ạ‰ ӄ ỮȂ redis Ữ ҉̆ elasticsearch

Ҭ ̆ ѿ Ḡ Ȃ 

4.2.3 ῀  

῀ ῀ ῃ ᵀ̆ ῀ Ҭ

₮ Ҭ ȁ ̆ Ḡ ῀ Ȃ

῀ ȁ Ạ ̕ ῀

῀ ̕ ῀

῀ ̆ ῀ Ạ ᵣ ᵀ Ȃ 

4.2.4 ᴋⱵ  

ᴋⱵ ̆ ᴋⱵ └̆ ῀

ᴋⱵ ᴋⱵ ⱳ ̆ ȁ ȁᴋⱵ ꜚҍẢ

ⱳ ̆ Ҍ ῃ ȁ ῃ Ҍ ᴋⱵȂ 

ᴋⱵ ȁ ȁῤ ̆

ᴆ̂ ᴆ̃ ̆№ Ҍ Ҋ ᾝ Ȃ

Ҍ ȁ ѿ ҙⱵ ̆ ᴰ ̆ ҍ
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╠ ΐ ᵌⱳ ̕ ȁ

̆ ᴰ ̆ ᴋⱵ ꜚ℗ № ȁ ᴰȁ ȁ

℗ ⱳ ̕ Ἕȁ ȁ ᴆ ̆ ᶫ FTPȁ

HTTP ᴆᴰ ̆ ᴰȁ ⱳ Ȃ 

ȁ‰ ȁ ȁῃ  ᴋⱵ ץ

Ȃ ̆ ΐ ᴋⱵ └̆

֜ ᴋⱵ └̆ Ḃ ᴋⱵ └ ꜚ

̕ ȁ ȁ ȁ ȁ ȁ№ ȁ ̆ ῤ

Ȃ ’Ҋ ̆ ̕ ̂Push̃ ȁ ̂Pull ̃

ᶏ ̕ ȁ ȁ Ȃ 

4.2.5  

Web ᴆ ̆ ᵖҌ ԍ Spark

ȁFlink ȁSpark Hive ȁFlink Hive Ȃ 

4.3  

4.3.1  

῏ Ḥ ֟ ץ̆ ῒז

῍֣ ȁ ῃ Ҭ ҙⱵ Ȃ ԍҌ ̆

Ữ̆ Ȃ ̆

ҍ ῀ ѿѿ Ȃ ̆ ᵬҹ ѿ №̆

Ӟ ᶫ ҩҙⱵ ᶏ ̆ ̆ ῀ Ҭᴪ

↕ ̆ Ḥ

Ҭ ₮ ̆ ҹ Ⱶ ᶫ ᵝ Ȃ 

4.3.2  

ⱴ ̆ Ὲ῍ Ȃ
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Һ Һ ̆ᵖῒҬ ̆ ӇӞ ץ ῀⌠

ȂҙⱵ ̆ Ӈ Ӟ ץ

῀⌠ҙⱵ Ȃ 

ҙⱵ ѿ ↕ ȁ ȁ ‰ ̆

ҙⱵᶏ ↕ ↕ ⱴ ҍ ̆ҹ ҩ ῃ№ ҍ

ᶫ Ȃ ̆ Һ ץ

ҹҺȂ 

₃ҩ ↕̔ 

ץ1̃̂ ‰ҹᶭ ̆ Ḡ ҙⱵ Ҭ ᴇṿ

Ḥ ̆ ғ ‰Ạ ‰ Ȃ ‰ ῃ Ạ ‰ ̆

↕ ῃ Ạ Ȃ 

̂2̃ Ạ Ȃ ҙⱵ Ạ ̆ A

Ҭ ⌠ Ԋᴆ B Ҭ ⌠ Ԋᴆ̆ ⌠ѿ Ȃ 

̂3̃ ӊ Ạ ȂҌ ҙⱵ Ҍ

̆Ӟ Ạ Ȃ ңҩ IP ӊ ῏ ӊ

῏ ̆ ץ ⌠ ῏ ҬȂ 

4.3.3 Һ  

Һ ӊ҉ ̆ ԅ ῏ ᵣ ῏ Ȃ

ᵣ ҕ ѿ ΐ ̆ ᵣ ᵣӊ

̆ ῃҕ ҬԊ ԑ῏ ѿ Ȃ Ҍ

Ҭΐ ῍ №ⱴץ ̆ ѿ ̆Һ

ᵣӊ ῏ ᵬҹѿ ῏ ᵣ̆ ľ῏ ĿҺ ̆ ֓

№ ̆ ȁ ̆ ᴇṿ

Ȃ 
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4.3.4 ҙⱵ  

ҙⱵ ҙⱵ ̆ҹ ҙⱵ ꜚ ᶫ ȁҳ ȁ

№ ȁ ̆ ҙⱵ Ҭ ῏ Ȃ 

4.3.5  

ҙⱵ ῏ ↕ ̆ ѿ֓ῃ

῍֣ ԍҺᵣȁ ҹȁ № ̆ ῏ ȁ

ȁ ̆Ӟ ȁ └ȁ ↕ȁ ȁ

Ȃ 

̆ ׆ ҙⱵ Ҭ ῏ Ḥ

̆Ӟ Ҍ Ȃ ֓

῀ ҙⱵ ȁ№ ȁᴇṿ ᶫԅ

↕Ȃ 

4.4  

4.4.1 ᾝ  

ᾝ ԅḤ № ̆ ֟ ̆

ӊ ῏ Ȃץ ֲ ȁҙⱵֲ ֲ ԅ

ӈץ ӊ ῏ Ȃᾝ ̆Ӟ

Ҭ ῏ Ȃᾝ Ҍ ̆Ḥ ҡ ̆ Ҍ

ҙⱵ ̆ҙⱵֲ ≢ ῏Ḥ ᴪ № ̆ Ӟ

ḤᴋȂ 

̂1̃ᾝ  

ᾝ Һ ᾝ ȁҙⱵᾝ ң ̆

ᾝ ҍҙⱵᾝ ῏ ῏ ׆̆ ᶫ ҙⱵ ⌠

ȁᾝ ȁ ῏ ̆ ᶫ ῖ ȁ
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̆ ѿ Ȃ 

1̃ ᾝ  

ᾝ Ữ῏ԍ ̆ ԍ ᶏ

ȂҺ ̔ ד ̆ ד ȁ ȁ ȁ

₮ ӈ̆ץ ᵝ ῤ ȂҙⱵ ȁ ד

ᵣ Ȃ ̆ ӈ ̆ ȁ

Һ ȁ ȁ ȁ ӈ ҍ Ȃ 

ᵬ ⌠ ד ̆ ױ ῤ ȁ №◓ȁ

ȁ ȁ ↕ ┘ ↕ȁ ῃ̂ └ Ȃ̃ 

ᾝ ᵬҹ ֟ ̆ҹ ֟ ᶫᾝ Ȃ

Ҭ̆ᾝ Һ ԍ̔῏ ȁ ȁ Ữ

Ȃ 

ᾝ ȁ ꜚ ң Ȃ ᶫץҊⱳ ̔

ᾝ Ȃ ᶫ ᴋⱵ Ȃ ᴋⱵ ȁ

̆ ᾝ ᴋⱵȂ ᶫ ⱳ Ȃ ᶫᾝ

ⱳ Ȃ ᶫ Ȃ ҬҌ ᾝ ̆

ꜚ ᾝ Ȃ 

2̃ҙⱵᾝ  

ҙⱵᾝ ҙⱵ׆ ԅ ד Ҭ ̆ ᶫԅ׃ԍᶏ

ӊ ӈ ̆ᶏҙⱵֲ Ӟ ᶏ ד Ҭ

Ȃ     

ҙⱵᾝ Ḥ Ҋ̔ 

a. ᶏ ҙⱵ ȁ ̕ 

b. ↕ ̕ 

c. ᶫ № ץ Ὲ Ḥ ̕ 

d. ᴑҙ ȁ ̆ҙⱵ ҍ ᶭ Ȃ 

ҙⱵᾝ Һ ҹ ҍ ꜚ ̆ Ҋץ ̔ 
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a ץ ҙⱵᾝ ̕ 

b. ‰ȁ№ № ȁ ‰ ῀̕ 

c. ҙⱵᾝ № № ̕ 

d. ҙⱵᾝ ̕ 

e. ҙⱵᾝ ҍ ᾝ ῏ ̕ 

f. ҙⱵᾝ ҍ ᾝ ̆ ҩ⇔ ῀

ң ̕ 

g. ץ ȁ ꜚ ῀ҙⱵᾝ Ḥ Ȃ 

3̃ ῖ  

ῖῤ ᶫ̆ ̔ ῖ ‰ ̆ҙ

Ⱶ ӥȁ ҙⱵ ᶫ ῖ ̆ ῖ ῀

Ȃ 

ῖ ̆⇔ Ҭᶏ ῖȂ└

ѿ ‰̆ ꜛ

ѿ Ȃ ῖ ȁ ῖ ῀ȁ ₮Ȃ ῖ

ӈȁ ȁ− ⱳ Ȃ ῖ῏ ⌠ Ȃ 

̂2̃ᾝ  

ᾝ ̔ ᶫ ᾝ ⱴȁ− ḱ ᵬȂᾝ

̔ ᾝ ңҩ №Ȃᾝ ̔

ץ Ҍ ≢ ᾝ ҩ Ȃ 

ᾝ № ̆ ҙⱵᾝ ȁ ᾝ ң № Ȃ

Ḃ ѿ ̆ ῃҙⱵ Ȃ ᾝ ̆ ᵖ

Ҍ ԍᾝ ᾝ Ȃΐ ᾝ ꜚ ȁᾝ ȁ

ȁᾝ ⱳ Ȃ ᾝ ̆ ᾝ ӈȁ

̆ Һ Ḥ ȁ Ḥ ȁ Ḥ ȁ Ḥ ȁҙⱵ

↕Ḥ ȁⱴ Ȃ 

1̃ᾝ  
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ᾝ ᶫ ᾝ ⱴȁ− ḱ ᵬȂ ԍᾝ

̆ Ḡ Ḥ Ȃ 

ᾝ ᵬ ᵬ̆ ֓ ᵬ Ⱶ

ῒ ᶫᾝ Ȃ 

2̃ᾝ  

ᾝ ңҩ №Ȃ 

ᾝ ̆ ꜚ Ḥ ̂ ↓ȁ ᴆȁ

Ḥ ̃ Ȃ ꜚҺץ ῏ ᾝ ̆ ꜛԅ ҍ

ᵬ ῏ ҙⱵ ’̆ ᵬ Һꜚ Ȃ 

Ҍ ῀ᾝ ѿ ᵣ ᾝ Ȃ

ⱳ ѿ ᵣ ᾝ ḱ Ȃ ᶫ №

№ Ȃ ғ ҩᾝ Ȃ 

ᾝ ῀/ ₮̆ ᾝ ῀/ ₮ⱳ

Ḡץ̆ ȁ ̆ ̆

Ḃԍץ Ȃ 

3̃ᾝ  

ᾝ ᾝ Ҭ ᾝ Ḥ ⱳ ̆

ⱳ ץ ȁ ȁ ȁ ҍ ῀ ₮ ᵣḤ ץ̆

ῒ ῀ ᵣ Ḥ ̆ Ḥ ҙⱵҺ ̆

ⱳ ᵣ ῒ ῏Ḥ Ȃ 

ᾝ ̆ ץ ꜚ ̆

῏ Ḥ ꜚ

⌠ ᾝ Ȃ 

ᾝ ̆ ῀῏ ̆ ῃ

῏ ῤ ᾝ Ḥ ̆ ῏Ḥ Ȃᾝ ⱳ

Ḥ ԅץ̆ ΐᵣ ᵣ ’Ȃ 

4̃ᾝ  
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ᾝ ץ Ҍ ≢ ᾝ ҩ Ȃ Ḃ ῃ

ԅ ᾝ Ҭ ᾝ № ̆ ⱳ ץ ᾝ ȁᾝ

⇔ ᾝ Ȃ 

ᾝ № Ȃ 

4.4.2  

Ҭ ѿ ̂ ҙⱵ ȁ ȁ

ᵝ ̃̆ ѿ ׆̆ ҙⱵֲ ԅ Ҭ ָӇ

ȁ Ữ ָӇ ȁ ᶏ Ḥ Ȃ ῃ

̆ ѿ ‰ ̆ ѿ ̆

№ ҍ ȁ Ύҍ ȁ ȁ ȁ Ⱶ

ⱳ Ȃ 

№ Ҭ ᾝ

ȁҙⱵᾝ Ȃ ֟ ⱳ Ύȁ ȁ ȁẢ ȁ

ȁ Ȃΐᵣ Ҋ ̔ 

̂1̃ Ύ 

1̃ ᾝ Ḥ ֲ̆ Ώ

Ḥ ̆ Ώ ȁ ȁ ȁ

ȁ ȁ ȁ Ữ ȁ῍֣ ȁ Ⱶ Ⱶ

ᶫ ȁ Ⱶ ȁ Ⱶ Ḥ Ȃ 

2̃ № № ̆ ׆ ⌠ ҹ̔ҙⱵ№ ȁ

ȁ Ữᵝ ȁ ȁ ȁ↓ Ȃ 

3̃ Ώ ꜚ Ḥ ̆ ҹ Ȃ 

4̃ ῀ ⱬȂ 

5̃ Ύ ᵬ ̆ ӊ ̆ Ύ̆

ҹ Ȃ 

̂2̃  
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1̃ Ȃ 

2̃ḱ Ḥ ̔ᾛ ȁ ȁ

ȁ ȁ ȁ ȁ Ữ ȁ

῍֣ ȁ Ⱶ Ⱶ ᶫ ȁ Ⱶ ȁ Ⱶ ῏

↓ ̆ῒז Ҍᾛ ḱ Ȃῒז ̆ Ύ

Ȃ 

3̃ ᵬ ̆ ӊ ̆ Ȃ

ҹ Ȃ 

̂3̃  

Ȃ 

ᵬ ̆ ӊ ̆ Ȃ ҹ

Ȃ 

̂4̃ Ả  

1̃ Ả Ȃ 

2̃Ả ᵬ ̆ ̆ Ả Ȃ ҹ

Ả Ȃ 

̂5̃  

ץ № ̆

ȁ ȁ ȁ ȁ

ᶫ ȁ ȁ Ữ ᴆ Ȃ Ḥ

̂ ̔ ȁ ȁҙⱵ ӈ ̃ ̆ ῏ ̂ ̔

Ữ ȁᵣ ȁ ̃ ̆ ⌠ΐᵣ

Ȃ 

̂6̃  

ȁ Ữ׃ ≢ȁ Ȃ

ȁ ȁ № № Ḥ Ȃ

̆ № № ȂȂ 
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4.4.3  

ᵀ ‰ ̆ ᶫ ȁ ȁ

№ ⱳ ̆ ԍҌ

̕ ȁᴰ ȁ ῃ ȁѿ ȁ‰ ȁ

̕ ̆ ↕ꜚ Ȃ

̆ ’̆ ῃ ̆ ᵀ ҩ

’Ȃ 

̆ ȁ ȁ ȁ

ȁ ȁ ⱳ Ȃ ᵀ ‰̆

ᵀ ׆̆‰ ȁѿ ȁ‰ ȁ ȁ ѿ ԓҩ ᵀ Ȃ 

̂1̃ ᵀ ‰  

ȁ ȁ ȁ ᶏ ȁ

ץ ֟ ᵀ ׆̆ ȁ

ᵝ ȁ ‗ ȁ ̆ ԅ ᵀᵣ ̆

Ҍֽ ᵀ ̆ ԍ ᵝ ȁ ‗ ̆

ԍ׆ ҉ԅ Ȃ 

 ‰ ‰ ӈ  

1  

Ḥ ̔ 

1ȁ ᵣ ̂ Ҭ ѿ ѿ ̃ 

2ȁ ̂Ҍ ῏↓ӊ

῏ ̃ 

3ȁ ̂ ѿ↓ ṿ ↓ ṿ

ῤ̃ 

ᴆ

/  

2  
ῤ ῤ ῏ ȁ ‰

 /  

3 ‰  
ҍ ҕ ̆ ‰

ҙⱵ /  

4 ѿ  
ṿ ѿ ̆ ҩṿ ѿ

ȂҺ Һ ѿ Ṝ ѿ 

Ҍ

/  

5 ѿ  

̂ ȁ ȁ̃

ӊױ ԑ῏ ↕

̔ 

1ȁ ѿ ̂ ↕̃ 

2ȁṿ ѿ ̂ṿ ṿ ῤ̃ 

ᴆ

/  
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 ‰ ‰ ӈ  

3ȁ ѿ ̂ Ữҍ ѿ ̃ 

4ȁ ѿ ̂ ῏ ̃ 

6  ҙⱵ ↕ Ȃ 
/

 

7 ҙⱵ  ӈ ҙⱵ ‰Ȃ 

ӈ ҙ

Ⱶ

‰ 

 

̂2̃ ᵀ ‰  

ᵀ ‰ ̔ ↕ȁ ȁ№ ȁ

Ȃ 

1̃ ↕̔ ᾝ ץ̆ ̆ ↕̕ 

2̃ ̔ ‰ ӈȁ ↕ȁ 

ȁ ȁ ⱳ ̆ ꜚ

ᴋⱵ̆₮ΐ ̕ 

3̃№ ̔ ↕̆ ꜚ ȁ

Ҍ ↕ ӈ ̆ ₮ΐ Ȃ 

4̃ ῃץ̔ PDCA ҹ ̆ᾟ№ ҙⱵ

ᵬ ̆ ԍᾝ ̆≠ ȁ № ȁ ᵬ

ȁ № ȁ ץ ȁ ȁ ‗ ȁ ‰

ȁ ȁ ‰ ȁ ᵣ

ᵣ ̆ ̆‰ ᵀ

ҍḱ Ȃ 

5̃ ᴇ̔ ȁ ȁ ȁѿ

ᴇ̆ ᶏ ̆ № ᵬ Ȃ

ᴇᶭ ҹ ȁ №ᵣ ̆ └

№ ̆ ̆ № № ‰̆ ⌠

̆ ̆ ᵣᵣ Ȃ 

̂3̃  
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ᵀ ꜛ ̆ ӈ ↕ ꜚ

№ ̆ ꜛ └Ȃ ҙⱵ ȁ

ȁ ȁ ᴆ № ̆ ᵝ № ȁ

№ל ȁ № Ȃ 

Ḥ ̆ ̆

ⱳ Ȃ Ḡ ̆ ῃҙⱵ Ҭ

’̆ ȁ῏ ȁ ȁ

ҩ Ȃ 

1̃ Ḥ ↕ꜚ ̆ ↕ ȁ ȁ

ḱ − ⱳ ץ̆ ӈ Ḥ Ȃ 

2̃ ȁ ᴆȁ Ⱶ Һꜚ ῏ Ȃ 

3̃ ̆ ̆ ↓

 

4̃ ̔ ⱳ ̆ ץ ҍ

⌠ Ȃ 

4.5 Ⱶ 

4.5.1 Ⱶ 

Ⱶ ץ ҹ ѿ ᴆ

ᴆ̂῏ ȁ ȁ ̃̆ ‰ ⱳ Ⱶ ̆

ԍ ᴆ № № ⱳ Ȃ 

ῃ ⱬ̆ ̆ ᴋ

Ȃ ᵖҌ ԍ̔ῃ ȁ ȁ Һ

ȁ ȁ ȁ Ȃ Ḃ №

Ḥ Ȃ № ̆ ↓ ↓ └̆ ԍ῏

ȁ ῃ ȁ ȁ ȁ Ԋᴆ ῃԊᴆȂ 
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̆ ȁ ῏ ̆ ȁ ҍ

₮̆ Ḡ № ԍҌ ῏ ѿ

ῃ Ȃ ᶏ ȁ ȁ ȁ ῃ Ȃ

ȁ ӈ ȁᵝ ȁ ȁ ȁ ȁ

Ȃ ῤ ȁ ץ

׆ ҹ҉ ᶫ ֲȁ ȁ Ȃ 

Ⱶ ’ ץ

̆ / ȁ№ ȁ ȁ Ȃ

ᵖҌ ԍ̔ ȁ ȁῃ ȁԋ └ ᴆ ȁ

ᴆ Ȃ 

4.5.2 Ⱶ 

ⱵҺ ⱳ ̆ ̆ ֜̆

ȁ ‰ Ȃ 

ᾢ̆ Ⱶᾢ Ȃ Ⱶ ҉̆

ᴆ ‰ ץ̆ Ⱶ ⌠ Ⱶ ץ̆

ᶏ Ȃ 

ῒ ̆ ̆ ӊ ̆

Ⱶ № ̆ Ⱶ ̕ Ⱶ ̆

‰ ̆ Ȃ 

‰ ( ȁ ȁ ֟Ḥ )̆

ῃ№ ȁ ῃֲ ῃ ̕ ᵖҌ ԍ̔

ȁ῏ ȁ ȁ  ȁ ȁҺ Ȃ

ῤ Ḥ ȁ № Ȃ ᴋⱵ/Restful/ /API 

̆ҹ ῃ ᶫ Ȃ 

Ⱶ ȁ Ữ ȁ ֜ ‰ȁ

Ȃ Ⱶ ᶫ ԍ ‰ REST API Ⱶ̆ᶫ
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ᶏ Ȃ 

4.5.3 Ⱶ 

ῒז ӊ ֜ ⱬ̆

ⱴ ̆ ѿ Ḃץ̆ ԍ ȁᵣ ᴇṿȂ 

Ⱶ ᾢ ᶏ ̆ № ̆

Ⱶ ӊ ̆ ῀ Ⱶ ᴋⱵ ↓̆№

Ⱶ ̕ Ⱶ ̆ ῃ ῤ ̆֜ №

Ⱶ̕№ Ⱶ Ⱶ ̆ Ⱶᶏ Ȃ 

ᴆȁ ȁ ȁ ‰ Ȃ

ᶫ ȁ ȁ ȁԊᴆ Ҍ ᵌ ̆ ȁ

Ȃ Ⱶ ̆ ↕

Ȃ ‰ ȁ ᵝ Ȃ 

4.6 № ⱳ  

4.6.1 ⱳ  

ҹᾟ№ ᴇṿ̆ ↕ № ≠ ≠ № ̆ ӟ

ῃ ↕ ῏ № ↕ ̆ ӈ ̆

Ҍ ף ‰ ᴨ ↕ ̆ № ῃ ̆ ѿ

ľ ȁ ‗ ȁ ȁ ⇔ Ŀ ῃ └Ȃ

⌠ ᵬ ̆ ↕ № ԅ ȁ ᴆ̆

ᴆȁ ↕ ᴆȁ ӟ ᴆȁ ᴆץ ꜛ

̆ ҩ ԅ ȁ ȁ ‰ ץ̆ On Demand 

Hint ̂ ̃ ̆ ȁ ᵞ Ȃ 

̆ ҙῖ ᶛ ̆ ֲ

ΐ ̆ ғ ҙⱵ Ҭ ᾥ ԋ ̆
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ᵞ ȁ ̆ ѿ ҙⱵ ֲ ҍ⌠

ᵬҬ ̆ ᴇṿ̆ҹ ῃ ȁҙⱵ⇔ ȁ

ᵬ ᶫ ȁ ȁ Ȃ 

4.6.2 ⱳ  

4.6.2.1 ̓͂ №  

῏ № Һ ԍ ῃ№ Ҭ № ↕Ȃ ↕

↕ ̆ ꜚ ̆ ȁ

ӈȂ Ӟ ץ № ↕ − Ȃΐᵣ

↕ȁ ῏ ↕ ↓ ↕̆ ץ ꜚ ̆

↕ Ȃ 

Ҍ ԍ 8 ↕ ̆ ᵖҌ ԍḤ ȁῤ ῃȁ

Ҭȁ ꜚȁ Ԋᴆȁ ᴆȁ Ⱶȁ ₯≠ Ȃ 
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  73 

 

 

 

 

 ↕  

↓ № ↕̆ ῤ ᵖҌ ԍ ↕ / ȁ ȁ

ȁ ȁ Ȃ 
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ᴆ № ̆ ȁ ȁ ṿȁ

ṿȁ ṿ Ȃ 

ᶫ ῏ ↕ ̆ Ҍ ῏ № Ȃ 

 

 ῏ ᴆ 

ᶫ ↓ ↕ ̆ ᴆ ᾢ ↓

№ Ȃ 

 

 ↓№ ᴆ 

↕ ̆ ᵖҌ ԍ ↕ ȁ ↕ ȁ

↕ ȁ ̕ 
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 ↕  

ᾝ ̆ ᵖҌ ԍ ȁ

ȁ ȁ ᴆ Ȃ 

4.6.2.2 №  

№ ̆ ῃ Ⱶֲ ῃ ₮ №

Ȃ № ̆ ѿ ↓ ῏

῏ ᴋⱵ ↕̆ № ↕ Ȃ 

ֲ ⇔ ᴋⱵ ԅ ȁᴋⱵ ȁ ȁ ȁ

Ȃ ⇔ ̆ ȁẢ ȁ − ᵬȂ 

֟ ῏ Ḥ ̆ ץ ⌠ᴋⱵ ץ̆

҉ Ȃ ⱳ ̆ ץ ԅ ⇔

̆ ꜛԍ Ḃץ̆ ᴨ Ȃ 

ᶫ ₯ ̆ ̆ ᾝ

̆ ₯ ̆№ ₮ ‰ ₯ ҹȂ 
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 -  ₯  

ᶫ web ̆ web web

web ̆ ᵖҌ ԍweblogicWar̆  Struts2 ̆ 

ᴆ ף ̆ ̆ ₯ XSS̆ SSRF ₯̆ᴋ ᴆҊ Ȃ 

 

 ↕ - web  

ᶫ TCP ̆ TCP 9 TCP

₮ ̆ ᵖҌ ԍ≠ redis Ώ webshell̆Weblogic ↓

̆Linux shell ̆Windows shell ̆Http ף ̆Socks ף ̆ 

Teamview̆  Irc( ԑ Ҭ )̆ ᴆ Ȃ 
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 ↕ - tcp  

4.7 ῃ ל ⱳ  

4.7.1 ⱳ  

Ḥ ῃ№ ҍ ל ⱳ ᶫ

ל ⱬȂ≠ № Ҋ ȁ Ữ № ̆

Ҋ ᵝ ֟ ’ȁ ץ₯ ῃԊᴆ ’

ῃ ᵝ ᵀ̆ ץ ȁ ȁ ȁ ̆

ԅ ᵣ ῃ Ȃל ̆ ῃ№ ҍ ᶫԅ ᾝ Ғ

№ל ⱬ № ᴆ̆ ῃԊᴆ ȁ ’̆ ∞ ᵣ ῃ

ҍל ȁל ᵈ ῃԊᴆ ׆̆ ⌠ ̆ҹ

ᵣ ῃ ל ῃ ᶫ ⱬ Ȃ 

4.7.2 ⱳ  

 ל 4.7.2.1

ᶭ ῃ ᵀ ̆ ᵣ ῃ

̆ ᵣ ῃ №̆ל ╠ ῃ ᵬ ȁ
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╠ ҹȁ Ԋᴆȁ ᵀ ῃ ל ̆ ꜛ

ῃҺ ᵈ ῃ ׆̆ ⌠ ȁ׆ ᵣ⌠ ̆ҹ

ҙ ῏ ᵝ ῃ ᶫ ⱬ ‗ Ȃ 

ץ ȁҬ ȁ ҈ҩҌ № ̆

ף ᵞ ȁ ף Ҭ ȁ ף ̆ ₯Ҍ ⌠

≢Ҋ ᵝ № ’Ȃ ԍ῏ ̆ ֲ ̆

ῤ ל ῃԊᴆ№ ’Ȃ 

4.7.2.2 ֟  ל

֟ ׆ ≠ ꜚ ≢ Һꜚ ֟ Ⱶ ῃ

ֲ׆̆֟ Ҋ ҉ ҉ ֟ ῀ ῃ ֟Ḥ Ȃ

Ғҙ ֟ ֲ ̆ ֟ ῃ ̆ ⌠‰ ֟

ᶫῒזҙⱵⱳ Ȃ ≠ ̆ ֟

Ȃ ֟ ῃ ל ╠ ֟ ̆

֟ȁ ֟ ȁ ֟ ῃ ’̆ ֟ ȁ

Ȃ ֟ ̆ԅ ̆ ᵀ ȁ

֟ Ȃ ֟ ל ֟ №ȁ

̆ ᾝ ( Һ ȁ ȁ ȁ Ⱶ)ȁҌ ̆ל

≠ ȁ ȁ Ȃ 

4.7.2.3 ῃ  

ῃ ῃ׆̔ №̆ᵣ ֟ ῃ ̆

Ҋ ᵝ ֟ ₯ № № ̆ ȁ ⱳȁ ҈ҩ ̆

Ȃ 

̔ Ả ̆ Ҋ ᵝ ֟ ῃץ

Ȃ ῤ ̔ ᵝ ȁ №ȁ ȁ IPȁ

₯ ֟ȁ ≢ȁ ≢ ᵝҊ ₯ Top 5 Ȃ 
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₯ ̔ ₯ ̆ Ҋ ᵝ ₯ №

ץ̆ ₯ ToP 5 ȁ Ȃ 

₯ ̔ ₯ ̆ Ҋ ᵝ ₯ № ̆

ץ ₯ ToP 5 ȁ Ȃ 

№ ̔ ̆ Ҋ ᵝ № ̆

ץ ToP 5 ȁ Ȃ 

₯ № ̔ ₯ № ̔ Ҋ ᵝ ₯ ⌠

№ ̆ ̔ᶶ ȁ῀᷅ ȁ פ └ ȁ

ȁ ȁ ̆ ץ ҩ

Ȃ 

₯ ̔ ₯ ̆ Ҋ ᵝ ₯ ̆

ץ ₯Ḥ ̆ ̔ ȁ ₯ IPȁ ₯ ȁ

₯ IPȁ ₯ ᵝȁ ₯ ȁ ֟ ֲ Ḥ Ȃ 

 

 ₯  

ҙ № ̔ ҙ № ̆ ᵝ

₯ ȁ ₯ ȁ ₯ ȁ ₯ ȁ ₯ ȁ

└ № Ȃ 
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 ҙ ₯  

₯ № ̔ Ҋ ᵝ ₯ ל № ̆ ₯ ̆

ץ ҩ ₯ ȁ ₯ ȁ Ȃ 

4.7.2.4 ₯  ל

₯ ׆ל ₯ ҹ ₯ ’Ȃ ҈

ꜚ ₯ ҹ̆ ץ ԅ ₯ Ȃל

֟ ȁ ₯ ҹ ȁ ₯ ̂ ȁ ⱳȁ
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̃ ̆ ȁ ₯ ’ ’Ȃ ₯ №

ȁ ₯ ᵝ ץ ₯ ↓ ׆ ₯ ₯

₯ ₯ Ȃ 

4.7.2.5 ӈ  

ӈ ⱳ ῀ ̆ № ȁ

№ ת ȁ № ⱳ ץ ῃԊᴆ

̆ № ̆ ȁ ȁ № ̆ № Ȃ

ȁ ת└ ῤ № ̕ ȁ ṿ ῀ȁ ṿ

ȁҊ ↓ ȁ ῀ȁ № ̕ № ̆

ת ӈȁ № ῃ ╠ Ȃ 

 

 № ת ⱴ  
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 ӈ  

ӈ ̆ ȁ ᴆȁ ᴆȁ

̆ ҉ᴰ ӈ ꜚ ̆ ₮Ȃ ӈ

ᴆ̆ ᴆ ̂ ȁ ȁ ל ȁ ȁ

ȁ ȁMarkdown ȁ̃ ֟ ȁ ̂ ȁ ȁ̃ ̂

ȁ Ȃ̃ 

ӈת ̆ῤ ῃԊᴆ/ ȁ ֟ ȁ ȁ

֟ ̆ ᶛ ȁ ȁ ל ȁ ȁ

ȁ ȁMarkdown ̆ ̆ ῃ .  

 

 ӈת  
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4.7.2.5.1  

ᶫ№ ῀̆ Ҭ Ȃ

Ḥ ̆ ѿ֓ ԍ ȁ⇔ Ḥ Ȃ

ΐᵣ ȁ ȁ Ȃ 

̂ѿ̃  

№ Ȃ ꜚ Ҭ

̆ Ҍ ̆ ⇔ ȁ ȁ ᵬȂ

mysqlȁpostgresȁclickhouse ȁsqlserver ȁelasticsearch ȁֲ

ȁד ̆ ԍ ᴆ⇔ ׆ Ҭ ῏

ȁ Ḥ Ȃ 

ȁ ̕ ᴆ

῀ ̕ ׆ Ҭ ̕ ץ Ȃ 

̂ԋ̃  

ҩ ⱴ ҩ ῏ ȁ ȁ№

ⱴ Ȃ № ̆ ԍ ҩ ⱴ

ҩ ῏ ̕ ԍ ѿ

̆ ȁ ȁ ȁ ȁ⇔ Ȃ №

̆ ԍ ȁSQL ȁ ᴆ ȁ ⇔

Ȃ ̆ ᴆ ȁ ȁ

῏ ῒז ȁ ̕ ȁ ̆ ȁ

ȁ ῖ ȁ ȁ ȁ ȁ ̕

ץ ̕ Ȃ 
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̂҈̃  

ᶏ ᵬҹ ̆ Ⱶ ̆

ԍ Ⱶ ⇔ ̆ Ҭ ⱴ ӈꜚ ̆

ת Ҭ ᴰ ṿȂ 

  

   

4.7.2.5.2 №  

№ ѿ ᴆ ץ̆

₮ Ȃ № ȁ№ ת ȁ ȁ Ȃ 

̂ѿ̃№  

№ ̆ ѿ ̆ ȁ

ȁ⇔ Ȃ ȁ ȁ └ ȁ ꜚȁ

ȁ− ᵬȂ ֜ ȁ ȁ№ ȁץ ȁ

ȁ ȁ ȁ ȁ ȁ Ԑ 20 ҉ץ № Ȃ

ȁ № ȁ ṿ ̆ ȁ҉ ȁ҉

ȁ Ȃ ̆ ȁ ṿȁ ṿȁ ṿȁ



  

 

 

  85 

 

ȁ ̂ ̃ Ȃ ̆ ₱

Ὲ ΏȂ ̆ ṿȁ ṿȁ

ṿȁ ṿ Ȃ 

̂ԋ̃№ ת  

ԍת ̆ № ת ̆

№ ̆ ȁ ȁ № № Ȃ

ȁ ת└ ῤ № ̆ ȁ ṿ ῀ȁ ṿ ȁ

Ҋ ↓ ȁ ῀ȁ № Ȃ ת PC ȁ ꜚ

№≢ ̆ ̆ ת Ὲ Ȃ

ת ȁ ₮ҹPDFȁ ȁCSVȁEXCEL ᴆȂ 

ȁ ת ȁ ȁ ꜚȁ ₮ȁ ῀ȁ− ȁ ȁ

ȁ ȁҊ ȁ ꜚ⌠ȁ └ȁ ῏ ᵬȂ 

 

  № ת  

̂҈̃  

ѿ ̆ ̆

Ҭ ȁ ᵣȁ ȁ ῤ ̆ ₮ⱳ ̆

Ҍ ᴆ̆ ̆ Ҍ ᴆ ̆

ȁ ȁ ṿ ῀ȁ ṿ ȁҊ ↓ ȁ ῀ Ȃ

Ҭ ᶏ ꜚ ‰ ̆ Ҍ

Ȃ 

↓ץ ̆ ȁ ȁ ȁ

ꜚȁ− ȁ ȁ ȁ ȁῈ ȁ ꜚ⌠ȁ ῏ ȁcode

ᵬȂ 
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Ҭ ̆ Ҭ Ҭ ᶏ ꜚ

̆ ̆ Ҭ ȁ

̕ Ҭ ῀ Ҭ Ȃ ᶫ ₮ⱳ ̆ῒҬ word

ҹ pdfȁword̆ ppt ₮ҹ pptȂ 

̂ ̃  

ⱬ̆ ѿ ̆

ꜚ ₮ ȁ№ Ȃ /Ả

ȁ Ȃ Ὲ Ȃ 

ԍ ѿ ̆ ȁ ȁ ȁᶏ ȁ

ȁ Ả ȁ ȁҊ Ȃ ԍ

ᵬ̆ ȁ ȁ ȁ ꜚȁ− ȁ ȁ ȁ

Ả ȁ ȁῈ ᵬȂ 
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4.8 ֟ ⱳ  

4.8.1 ⱳ  

≢ȁ ֟Ḥ ̆ ֟Ḥ Ȃ

֟ ’ ῃ ֟Ḥ ̆ Ḥ ȁ

ᴆḤ ȁ ᴆḤ ȁ Ḥ ȁ Ḥ ҙⱵḤ Ḥ Ȃ 

4.8.2 ⱳ  

֟ ⱳ Һ ֟Ḥ ᶫ ̆ ̆ ⱳ ̆

Ḃץ ֲ ῃ ԅ ֟ ῏ ̆ ֟ ֟ ȁ

֟ ȁ ֟ ῀ȁ ֟ ȁѿ ֟ȁ ֟ȁ῏ ֟ȂῒҬ̆

֟ ᶫԅ ⱳ ̆ ῀῏ ̆ ┴ ⌠

ᴆ ֟ ῏ ֟ ᵣ̕ ֟ ᶫ ֟ ᵝ ᵣȁ ᵣȁ

ᵣȁ ֟ ᵣ ⱳ ̕ ֟ ῀ⱳ ֟ ȁ ֟

῀ ȁ Ḥ ↕ ֟ ῀̕ ֟ ⱳ ↕

ȁ ̆ ֟ ̆Ḃԍ ֲ ֟ ̕

֟№ҹѿ ֟ȁ ֟ȁ῏ ֟№≢ Ȃ 

4.8.2.1 ֟  

֟ ’Һ ᵝ ̆ ȁḤ ȁ ȁ ȁ ȁ

ץ̆ ᵝȁ ȁ № ̆ ֟ȁ ᵬ ȁ

ᴆ ֟ № Ḥ Ȃ ̆ ֟ ᵣ ’Ȃ 

̂ ֟ ȁ ֟ ȁ ̃̆ ̂ ȁ

ȁ̃ ̂ ȁ ᴆȁ ȁip̃ ᵣ ’ Ȃ  

֟ № № ̆ ғ ֟

̂ ᵬ ҍ ̃̆ ᶫ № ץ ȁ top10 №

Ȃ  
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֟ ᵝ ȁ № ̆ ҍ

Ȃ  

֟ ̂ ᴆȁ ̃̆ ץ ֟ ̂ ֟ҍ῏

֟̃̆ ῒ№ Ȃ 

 

  ֟ ’ 

4.8.2.2 ֟  

Ҍ ֟ ̆ ֟ ѿ Ȃ

Ҍ ᴆ ̆ ң

Ȃ ץ Ҍ ֟ ̂ ᵝȁ ȁ ᴆȁ Ⱶȁ ȁ

ȁ ȁԐ ȁ ȁ ̃ № Ȃ ғ ԍ

’ ̆ ȁԊᴆ ȁ ȁ

Ȃ 

4.8.2.3 ֟  

֟ ꜚ̂Һꜚ ȁ № ȁֲ̃ ̂ ῀̃

֟̆ ѿ ֟ ̆ ץ

ᵝȁ ȁ ȁ ȁ ᴆȁ Ⱶȁ ȁԐ ȁ ȁ ҹҺᵣ
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֟ Ȃ ̆ ԍ ֟ ֟

῀̆ ‖ ῀ Ȃ 

ᵝ ᵣ ̔ ᵝ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ ᵝ ᵣ ȁ−ȁ ȁ ȁ

ⱳ ᵝ ᵣҍῒז ֟ ᵣ ῏ Ȃ ֟

῏ Ȃ ᵝ ᵣ Ȃ 

ᵣ ̔ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ ᵣ ȁ−ȁ ȁ ȁ ȁ

ḱ ⱳ Ȃ ᵣҍῒז ֟ ᵣ ῏

Ȃ 

ᵣ ̔ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ ᵣ ȁ−ȁ ȁ ȁ ȁ

ḱ ⱳ Ȃ ᵣҍῒז ֟ ᵣ ῏ ֟

῏  Ȃ Ȃ 

ᴆ ᵣ ̔ ᴆ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ ᴆ ᵣ ȁ−ȁ ȁ ȁ

ⱳ ᵣҍῒז ֟ ᵣ ῏ Ȃ ֟

῏ Ȃ Ȃ 

Ⱶ ᵣ ̔ Ⱶ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ Ⱶ ᵣ ȁ−ȁ ȁ ȁ

ⱳ Ⱶ ᵣҍῒז ֟ ᵣ ῏ Ȃ Ȃ 

ᵣ ̔ ᵣ ȁ−ȁ ȁ ȁ ȁ

῏ ֟ ⱳ Ȃ ᵣ ȁ−ȁ ȁ ȁ ȁ

ḱ ⱳ Ȃ ᵣҍῒז ֟ ᵣ ῏ ֟

῏ Ȃ Ȃ 

֟ ῀̔ ֟ ᴆ Һ ̆ ῏ ֟Ҍ
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↓ ᵬ̆ ֲ ȁ ῀̆ ҉ᴰ ᴆ ↓

Ȃ ֟ ᵣ ᵣ ῀ ῀ Ҋ Ȃ

῏ ᵣ ᵣ ῀ ῀ Ȃ ῀

‖ ῀ Ȃ ῀ ֟ Ȃ

῀ ֟ ῀ ⱳ ֟ Ȃ 

4.8.2.4 ֟  

῀Ҍ ̂ ȁ ȁ ̆ ֲ ῀ ̃ ֟Ḥ

Ḥ ̆ ֟ ̆ ᶫ ֟Ḥ ᴋⱵ

ⱬ̆ ֟ Ҍ Ḥ ↕ ׆̆ Ḡ ֟

‰ Ȃ ֟ Һ ֟ ȁ ȁ ֟

῀ ȁ Ḥ ↕ ᴋⱵ ⱳ Ȃ 

̔ ֟ ῀ Ȃ ῀ ȁ

ⱴȁ− ȁ ᵬ ῀ Ȃ

└ ῀ ῀ ῏ └Ȃ Ȃ 

֟῀ ̔ ֟ ῀ ֟῀

Ȃ ῀ ֟ ֟῀

Ȃ ῀ ֟ Ȃ 

Ḥ ↕ ̔ ֟ Ҭ Ḥ Ȃ

֟ Ḥ ↕ ȁ− ȁḱ ȁ ȁ ȁ῏

ᵬȂ ֟ Ḥ ↕ ᴨᾢ Ȃ ֟

Ḥ ↕ Ȃ 

4.8.2.5 ֟  

֟ ֟ ᵝ Һ ֟̆ ֟

Ҭ₮ ‖ ֟ Ȃ ֟ ᶫң ֟ ̆ ꜚ

Ȃ ꜚ ↕ ꜚ ֟
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↕ȁ ↕ ↕̆ ꜚ ‗ Ҭ ‖ ̆ ֟

ֲ̕ Ҭ̆ ԍ‖ ̆ ֲ

֟ Ȃ ֟ Һ ⱳ ̔ ↕ ȁ ֟ ȁ ֟

Ȃ 

↕ ̔ ֟ Ҭ ↕ ̆

↕ ֟ Ȃ ֟ Ҭ ↕ ȁ ȁ

῏ Ȃ ↕ ֟ ᵝ Ȃ

֟ Ҭ ↕ ȁ ȁ῏ Ȃ

↕ Ȃ ֟ Ҭ ↕ ȁḱ ȁ

− ȁ ᵬȂ ↕̆ ԍ Ҭ ↕ ̆

ҹ Ȃ 

֟ ̔ Һ ֟ ᵣ Ҭ₮ ‖ ֟ ᵣ

ᵝ Ȃ Һ ֟ ᵣ Ҭ₮ ‖ ֟

ᵣ ȁ ᵝ ᵬȂ Һ ֟ ᵣ Ҭ₮

‖ ֟ ᵣ ȁ ᵝ ᵬȂ ҍ ȁ ֟

ᵣ ῏ ֟ ᵣ ᵝ Ȃ 

ֲ֟ ̔ ꜚ Ҋ̆ ֟ ֲ Ȃ

ꜚ ֟ ֟ ̆ ₮ ԍ

֟ Ȃ ꜚ ֟

֟ ̆ ₮ ԍ ҹ ֟ Ȃ

‖ Ȃ ֟ Ȃ ֟

Ȃ ֲ ӈ Ḥ ֟

֟ Ȃ Ȃ ₮

₮ Ȃ 

֟ ꜚ ̔ ꜚ Ҋ̆ ֟ Ȃ

↕ȁ ↕ȁ ↕ ֟ ↕ Ȃ
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‖ ↕̆ ‖ ∞ ‖ Ȃ

Ḥ ↕̆ ֟ ᴨᾢ ∞ Ȃ ꜚ

ᵣ №Ȃ ꜚ ֟ ᵣ Ȃ 

4.8.2.6 ѿ ֟ 

ᴆ ֟ȁ ֟ȁIP ֟ Ȃ ȁ − ȁ

῀ȁ ₮ȁ ӈ Ȃ ȁ ȁ ᵝȁIPȁ ȁ

Ȃ 

Ҍ ֟̆ ғ ֲ ῀ ץ̆֟

ᴆ ֟ ֟ң № ̆ ғ ץ ΐᵣ №

̂ ȁ ᴆ Ȃ̃  

֟ ⅞ᴋⱵ̆ ᴋⱵ ȁẢ ᵬ̆ץ

֟ ᴋⱵ ̆ ᵖҌ ԍ ֟ ȁ Ȃ 

ᴋⱵ ̂ ̔ ȁ Һ ȁ ip Ⱶ

̃ ⇔ ̆ ῒ ꜚ ȁẢ ȁ− ̆ ғ ᴋⱵ

Ȃ  

 

 ᴋⱵ⇔  
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 ֟  

֟ ̆ ΐᵣ ҍ ̆

֟ ̆ ῀ − ҍ Ȃ 

̂ ᵝ ȁ ֟ ȁ ֟ ≢ȁip ȁ ᵬ ȁ ȁ

ȁ ̃ ҍ ‰ ̆ ғ ץ ҩ῏ ѿ ̆ Ҍ

Ҋ ᵣ̆ ̔ ֟ ȁ ̂ ֟ ̃ ץ̆ ᵣ

Ȃ  

4.8.2.7 ֟ 

ᵝḤ ̆ ᵝḤ ȁ ȁ

− ̆ ῀/ ₮ȁ − ᵬ̕ № ᵝḤ ̕

ᵝ ȁ ȁ ᵝḤ Ȃ 

ץ ֟ ᵝḤ ↓ ̆ ᴆ

̂ ᵝ ȁ ᵝ ȁ ̃̆ ғ ץ ҍ − ̆

ץ ӈ ᵝ↓ Ȃ  

ᴆȁ ȁip Ҍ ֟Ḥ ↓ ̆ ғ ץ ᴆ

̆ ȁ ᵝ ̆ ֟ − ̆ ῀ ₮ҍ ̆

ғ ץ ӈ ֟↓ Ȃ  
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֟ Ḥ ↓ ̆ ȁ ᵝȁ

̆ ץ ⱴ̆ ῀ȁ ₮ȁ− ȁ ᵬ̆

ғ ӈ Ḥ Ȃ 

 

 ֟- I DC  

4.8.2.8 ̓͂ ֟ 

̂ѿ̃῏ ’ 

῏ ’Һ ῏ ᵝ ̆῏ ȁ῏

ȁ῏ ֟ ȁ῏ ῃ ȁ῏ № ȁ῏ ῃḠ ᵬ

’ȁ ᵝ ȁ ֟ȁ ᴆ ֟ № Ḥ Ȃ ̆

֟ ᵣ ’Ȃ ῏ ֟ ᵝ ȁ №

̆ ҍ Ȃ ῏ № ȁ῏ ҙ№

ȁ ᵝ῏ top10 № Ȃ ץ

῏ № ȁ῏ ᴋ ᵝ ȁ῏ ҙ ≢№ ȁ

῏ № ȁ῏ ֟ ֟ ȁ ῏ ȁ

Ὲᴧ ᶫ Ⱶ ῏ ȁ῏ ᵬ ’ȁ῏ Ԑ Ⱶᶏ

’ ᵬ № Ȃ 
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 ῏ ’ 

̂ԋ̃῏ ֟  

῏ ֟ ῤ ̔ 

ᵝ ̔ ᵝ ץ ᵝ ̆ ᵝ ̆ ̆ Ύ

ᴆ ̆ ץ Ȃ Ȃ  

/ Ḥ ̔ ֟ ֟ ̆ ץ ֟

ȁ ᵝ ᴆ ̆Ӟ ᴆ Ȃ ֟ ץ

֟ Ҍ ̆ ₮Ҍ ֟ ↓ Ȃ 

 

 ᵝ -῏ ֟  
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ץ ῏ Ḥ ֟ ᵝḤ ↓ ̆

ᴆ ̆ ғ ץ ҍ − Ȃ

῏ Ḥ ↓ ̆ ̆

ȁ ᵝ ᴆ ץ̆ Ḥ −

῀ ₮ Ȃ  

̂҈̃῏  

 ̧ ῀ 

῏ ֟ ᴆ Һ ̆ ῏ ֟Ҍ ↓

ᵬ̆ ֲ ȁ ῀̆ ҉ᴰ ᴆ ↓ Ȃ 

 

 ῀ 

 ̧  

῏ ֟ ↓ ̆ Ҍ

̆ ᵝ ȁ ᵝ ȁ ᵝ ȁ ץ̆

ᵬȂ 
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 ̧  

ᵝȁ ῀ ῏ ֟ ῃ

Ғ ֲ Ȃ 

 

  

ץ ῏ № ȁ῏ ᴋ ᵝ

ȁ῏ ҙ ≢№ ȁ῏ № ȁ῏ ֟ ֟ ȁ

῏ ȁ Ὲᴧ ᶫ Ⱶ ῏ ȁ῏

ᵬ ’ȁ῏ Ԑ Ⱶᶏ ’ ᵬ № Ȃ 
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4.9 ῃ№ ⱳ  

4.9.1 ⱳ  

ῃ№ ᵝ ᵣ ῃ ’ № Ȃ ῃ№

⌠ ȁ ֟ ȁ ȁ҉

ῒז ҈ ῃ ̆ ԍῤ № ∞Ҭ ᶫ

῏ № ȁ ῃ ↕ȁ ӟ № ̆ ᴇ

ṿ ῃ Ḥ ̆ ȁ ȁԋ № ᵬȂ ῃ№

ῃ№ ҍ ῒז ῏ⱳ ̆Ӟ ᵣ ҩ

ῃ№ ⱬ ῏ ̆Һ ȁ № ȁ № ȁ

№ № Ȃ 

4.9.2 ⱳ  

4.9.2.1  

ԍ ᵣ ’ №

̆ ῏ № ̆ ̔ῃ ȁ

ȁ ѿ № ’ȁ ԋ № ’ȁ

ȁῤל ֟ ȁ ֟ ȁ ȁ /

№ Ȃ 
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̂1̃  

ץ ̆ №ҹ ӈ ӈȂ

ӈ ⱳ ץ Ȃ 

̂2̃  ל

ל ̆ ץ ׆̆ל Ȃ 

̂3̃ №  

׆≢№ ѿ № ԋ № ̆ ̆

Ȃ 

̂4̃ ֟ 

֟ⱳ ׆ ῤ ֟ ֟ ֟Ȃ 

̂5̃ / №  

׆ / ңҩ ⱴ ᵞ ᶛȂ 

4.9.2.2  

ᶫ ῀ № ȁ ѿ

̆ ѿ ∞№ Ȃ ӈ ̆ Ҍ

̆ Ḥ ̆ Ḥ ȁ Ḥ
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ȁ ↕Ḥ ȁ ȁ ֟ ȁ ΐᵣ Ȃ

ҙⱵ ̆ ȁ ῀ ₮ȁ ӈ ꜚ ῀ ᵬⱳ

Ȃ 

̂ѿ̃  

̆ ̆ ṿ

ȁ῀ ̕ ̆

Ώ Ȃ 

̂ԋ̃  

ԍ № ̆ ԍ №

̆ ȁ ↕ TOPȁ TOP5 № Ḥ Ȃ 

 

  

̂҈̃ ↓  

↓ץ ̆ ῤ ᵖҌ ԍ

ȁ ȁ ȁ ₯ ȁ ѿ № ȁ ԋ № ȁ

̂ ȁᵞ ȁҬ ȁ ȁ̃ ₯ ̂ ȁᴑ ȁ ȁ ȁ

ȁ̃ ȁ ȁ῀ ȁ ȁ ᵝȁ

ȁ׃ ҙȁ ȁ ȁ ∞ ̂ ȁ ȁ ↕ ȁ

ֲ ȁ̃№ ֲ̂ № ȁ № ȁ № ȁ № ȁ ↕№

ȁ̃ Ȃ 



  

 

 

  101 
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↓ ̆ ȁ Ḥ ȁ ȁ

№ ȁ ⱴ ȁ ̕ῒҬ ῀ ̆ ⱴ

ҍ ᴆ ῀ ̆ ⱴ ᴋⱵ ῀ № ᴋⱵ̆

ԍ ₯ № Ȃ 

 

  ⱴ  
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̂ ̃  

ԍ Ḥ ⱳ ̆ ȁ ȁ ȁ ȁץ

ȁ Ȃ ԍ Ḥ ꜚ ̆

ȁ ӈ Ȃ 

 

  

̂ԓ̃ ῀/ ₮ 

῀ ⱬ̆ ֲ ῀ Ȃ 

ץ Excel ₮ ̆ῤ

Ȃ 

 

 

  ₮ 

̂Έ̃ ֟  

֟ ⱬ̆ ԍ ֟ ꜚ Ȃ 

̂҂̃  
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Ḥ ̆ Ḥ ȁ Ḥ ȁ ↕Ḥ ȁ

ȁ ֟ ȁ ΐᵣ Ȃ ∞ ̆ ̔ Ԋᴆ

Ȃ № ȁ ȁץ ץ № Ȃ ᶫ

ΐ̆ UnicodeȁҬ ȁASCll ӊ ԑ Ȃ 

 

   

1ȁ Ḥ  

Ḥ ῏ ȁ Ḥ ȁpayload Ḥ ȁ

ῤ ȁ ȁ ᵣȁ ȁ ᵣ Ḥ Ȃ 

2ȁ Ḥ  

Ḥ ₯ Ḥ ȁ Ḥ ȁ Ḥ ȁ Ḥ Ȃ 

3ȁ ↕Ḥ  

↕Ḥ ↕Ḥ ȁ ↕Ḥ ↕Ḥ

Ȃ 
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  ↕Ḥ  

4ȁ ֟  

֟ ֟Ḥ ₯ ֟Ḥ Ȃ 

5ȁ ↓  

↓ ԍ ȁ ₯ ↓ Ȃ 

 

   

6ȁ  

ԍ ל № ̆ 30 ȁ 6ҩ

ῃ Ȃ 
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7ȁῒז  

ῒז ῏ ῒז Ḥ Ȃ 

̂ῇ̃ ∞ 

ⱳ ֲ ̆ Ȃ

₮ⱳ ץץ Excel ₮ ᴆҊ ̆

Ȃ ῀ⱳ ץ ֲ ῀ Ȃ 

1 ∞̆ ̆ΐᵣ ̔

ȁ ȁ ȁ Ȃ 1 ̆ IPȁ

Ḥ ֟ ῏ ֟Ȃ 

 

 ∞ 
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  ∞ 

4.9.2.3 №  

№ ҙⱵ ֟Һꜚ ȁDGA ȁHTTPף

ҩ ̆ ῃ№ ₮ ѿ

ῃ ̆ ץ ῃ Ԋᴆ Ȃ 

№ ᴆ № ̆ ῀ ᴆȁ № ᴆȁ ₮

ᴆ҈ ᴆ ᶫҒ № Ⱶ̆ҹ ᶫ ̆ⱳ Ҋ̔ 

1ȁ ῀ ᴆ̔ҹ № ᶫ ̆ Ҭ Ữ

̆ Ữԍ Ҭ̆ ҩ ѿҩ ῀ ᴆ

̆ ῀ ᴆ ԑ Ȃ 

2ȁ № ᴆ̔ № ̆ ױ ῀ ᴆ

№ ̆ ₮ ᴆ̆ ₮ Ḡ ̆Ҭ ̂ ῤ ̃

№ ᶫ Ȃ 

3ȁ ₮ ᴆ̔ ԍḠ № ᴆ№ ⌠ Ȃ 

̆ № ᶫ ᴆ ȁ

ⱳ Ȃ 

ԍ ҹ№ ̆ ԍ № ̆ ҹ№ Һᵣ

Ԋᴆ№ ’ȁ№ ȁ ץ̆ל ῏ ’Ȃ 
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 №  
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4.9.2.3.1 ҙⱵ ֟Һꜚ №   

TCP ȁUDP № ∞ ȁ IP ῤ IP̆ IP

IP̆ ғ IP ԍҙⱵ ֟ IP ֓ ᴆ ԍҙⱵ ֟Һꜚ

̆ ῤ ᵖҌ ԍ IPȁ IP ȁ Ⱶ ȁҙⱵ ֟ ipȁ

Ȃ ץ IP ᵝ № ץ’ ҉ ⱬ

ᵝ Ȃ 

 

 ҙⱵ ֟Һꜚ  

4.9.2.3.2 5D! №   

ӟ № ̆ dns host ̆

₮ ̂ᶛ ̔ www.google.com, google.comҹ ̃̆ ӟ

∞ ῃ Ȃ ῤ ipȁ ȁ ȁ‰ ȁ

Ȃ  



  

 

 

  110 

 

 

 DGA  

4.9.2.3.3 I¢¢tף №   

tcp Ҭ http ף ̆∞ tcp HTTPף

̆ ῤ ipȁhttp ף ipȁ ȁᶏ ȁ

ץ̆ Ԑ ף IP ₮ Ȃ  

 

 HTTPף  

4.9.2.3.4 ǎƻŎƪǎף №   

tcp Ҭ socksף ̆∞ tcp socks
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̆ socks ף ̆ ῤ IPȁsocks ף ipȁ ȁ

ᶏ ȁ ץ̆ Ԑ ף IP ₮ Ȃ  

 

 socksף  

4.9.2.3.5 5b{Ⱶ №   

DNS ῤ Ҭ DNS Ⱶ ̆ ῤ dns

Ⱶ ȁ ȁ ȁ҉ dns Ⱶ ȁ ץ̆

dns Ⱶ № ’Ȃ  

4.9.2.3.6 ΐ ≢ №   

ΐ ҹ̆ Ҭ agentȁuri ȁ

dataȁcookie Ḥ Ҭ׆̆ AWVSȁEmpire PowerShell ₯ ȁ

SQLMapȁantSwordȁBugScanȁCaiDaoȁwebinspectȁnetsparkȁw3afȁnessusȁ

SharinGan_ScannerȁWindowsPowerShellȁWebVulnScanȁmasscan ῃ

̆ ῤ ΐ ȁ IPȁ ȁ ipȁ ȁ

ȁ ץ̆ Ԑ ΐ₮

Ȃ 



  

 

 

  112 

 

 

 ΐ ≢  

4.9.2.3.7 №   

ҹ̆ SMTPȁPOP3ȁSSHȁRDPȁFTPȁ

MSSQLȁMYSQLȁREDISȁESȁORACLE ̆∞ ῤ ֟̂ IP :dip ̃

Ԋᴆ̆ ̆ IP(sip) ȁ IP(dip) ̆ (protocol) ̆

̂user̃̆ (hour) Ȃ ῤ ipȁ ip ȁ ȁ

֟ȁ ȁ ȁ ⱳ ץ̆ ҕ

IP № ’Ȃ 
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4.9.2.3.8 ⱬ №   

ⱬ ҹ̆ ῤ ₯ ip top10 ̆

ῤ ₮ ̆ ῤ₮ ץ̆

ⱬ ҹ ̆ ipȁ ip ȁ ֟i pȁ ȁ ȁ

ȁ ȁ Ȃ 

 

 ⱬ  

פ 4.9.2.3.9 №   

פ ̆ ῤ פ ↕ ̆

ҬȂ ῤ ȁפ ȁ ֟ȁ ץ̆

Ԑ ₮פ Ȃ 






















































































































































































































